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(57) ABSTRACT

Particular techniques for improving the scalability of concur-
rent programs (e.g., lock-based applications) may be effec-
tive in some environments and for some workloads, but not
others. The systems described herein may automatically
choose appropriate ones of these techniques to apply when
executing lock-based applications at runtime, based on obser-
vations of the application in the current environment and with
the current workload. In one example, two techniques for
improving lock scalability (e.g., transactional lock elision
using hardware transactional memory, and optimistic soft-
ware techniques) may be integrated together. A lightweight
runtime library built for this purpose may adapt its approach
to managing concurrency by dynamically selecting one or
more of these techniques (at different times) during execution
of a given application. In this Adaptive Lock Elision
approach, the techniques may be selected (based on plug-
gable policies) at runtime to achieve good performance on
different platforms and for different workloads.
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1
SYSTEMS AND METHODS FOR ADAPTIVE
INTEGRATION OF HARDWARE AND
SOFTWARE LOCK ELISION TECHNIQUES

This application claims benefit of priority of U.S. Provi-
sional Application Ser. No. 61/846,994 entitled “System and
Method for Adaptive Lock Elision,” filed Jul. 16, 2013, the
content of which is incorporated by reference herein in its
entirety.

BACKGROUND

1. Field of the Disclosure

This disclosure relates generally to synchronization
mechanisms for use in concurrent programming, and more
particularly to systems and methods for implementing adap-
tive lock elision.

2. Description of the Related Art

Over the past decade, the focus of the computing industry
has shifted from making faster computing cores to building
systems with more cores per processor chip and more proces-
sor chips per system. To continue to benefit from advances in
technology, therefore, applications must be able to exploit
increasing numbers of cores concurrently. Constructing scal-
able applications that can do so is increasingly challenging as
the number of cores grows, and this is exacerbated by other
issues, such as the increasing latency gap between “local” and
“remote” resources such as caches and memory.

In response to these growing challenges, researchers have
sought techniques to support effective development of scal-
able concurrent programs, including techniques for improv-
ing lock scalability. While a number of such techniques have
proved useful in some contexts, they are typically well-suited
to particular use cases and workloads, but are ineffective in
improving scalability (or even harm scalability) for other use
cases. Furthermore, some techniques (e.g., transactional lock
elision) depend on specific hardware support that is not avail-
able on all target platforms, while others use software tech-
niques that may be difficult or impossible to apply to some
problems.

Exacerbating the problem further, software is often
required to target a variety of hardware platforms, system
sizes and system configurations. Developers who hope to
select and tune the best strategies and mechanisms for each
context often find that these choices depend on the workload,
which can change over time even for a given application on a
given platform. It is difficult and expensive to build and main-
tain variants that are optimized for a variety of environments
and workloads. Therefore, developers are often forced to
optimize for a small number of “most important” configura-
tions, at the cost of significantly degraded performance in
other contexts.

Transactional Memory (TM) is a promising concurrency
control technology that aids programmers writing parallel
programs to perform correct data sharing between concurrent
computations (which commonly manifest as “threads”™).
Transactional memory is widely considered to be the most
promising avenue for addressing issues encountered in con-
current programming and execution. Using transactional
memory, programmers may specify what should be done
atomically, rather than how this atomicity should be achieved.
The transactional memory implementation may then be
responsible for guaranteeing the atomicity, largely relieving
programmers of the complexity, tradeotfs, and software engi-
neering problems typically associated with concurrent pro-
gramming and execution. In general, transactional memory
may be implemented in hardware, with the hardware trans-
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2

actional memory (HTM) directly ensuring that a transaction
is atomic, or as software transactional memory (STM) that
provides the “illusion” that a transaction is atomic, even
though in fact it is executed in smaller atomic steps by under-
lying hardware. HTM solutions are generally faster than STM
ones, but so-called “best-effort” HTM implementations may
not be guaranteed to be able to commit any particular trans-
action. Recently developed Hybrid Transactional Memory
(HyTM) implementations may allow transactions to be
executed using hardware transactional memory if it is avail-
able (and when it is effective), or using software transactional
memory otherwise.

SUMMARY

The systems and method described herein may, in various
embodiments, be used to implement adaptive integration of
hardware and software lock elision techniques for use in
executing critical sections of a concurrent (e.g., multi-
threaded) application. Particular techniques for improving
the scalability of concurrent programs (e.g., lock-based appli-
cations) may be effective in some environments and for some
workloads, but not others. In various embodiments, the sys-
tems described herein may support multiple integrated tech-
niques for improving the scalability and/or performance of
these applications. For example, these systems may be con-
figured to automatically choose (at runtime) an appropriate
lock elision technique or an appropriate combination of lock
elision techniques to be applied when executing critical sec-
tions of code within lock-based applications.

In some embodiments, an adaptive lock elision (ALE)
library may support these techniques, and programmers may
be able to instrument the code of legacy lock-based applica-
tions in order to take advantage of these techniques. Methods
within the ALE library may be called to manage concurrency
(in the face of multiple concurrent attempts to execute critical
sections), coordinate between integrated lock elision mecha-
nisms, and/or collect statistics and profiling information (e.g.,
detailed, fine-grained performance data) for executions of the
critical sections using different ones of the lock elision
mechanisms. For example, ALE macros may be configured to
collect and/or report one or more of: information character-
izing the workload of the application, information indicating
the number of times that execution of each critical section of
code in the application was attempted, information indicating
the number or percentage of times that a critical section of
code in the application was successfully executed using each
of the plurality of integrated mechanisms, information indi-
cating the number or percentage of times that execution of a
critical section of code in the application was attempted using
each of multiple integrated mechanisms, or information indi-
cating an amount of time spent in attempting to execute a
critical section of code in the application using each of the
plurality of integrated mechanisms. This information may be
collected and/or reported on a per-lock basis, on a per-critical-
section basis, on a per-context basis, or for each lock-context
pair, in different embodiments.

In some embodiments, programmers may be able to des-
ignate (e.g., through an API of the ALE library) additional
contexts or scopes for a critical section for which statistics
and profiling information may be collected and/or for which
execution mode decision may be made. Programmers may
also be able to guide execution mode choices by defining or
specifying different contexts for conditional execution paths
within the code of the application and/or defining them based
on the values of variables or parameters that cause various
execution paths to be taken at runtime.
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In some embodiments, when a critical section of code is
encountered, the context in which the critical section is
executing may be determined, and an appropriate policy for
that context may be used to select one or more execution
modes in which to attempt to execute the critical section in
that context. The policy may be selected from among multiple
static and/or dynamic (adaptive) policies, some of which may
take the collected statistic and profiling information into
account when determining the best execution mode(s) for
executing the critical section. When making these decisions,
the policy may also take into account a current or historical
workload for the critical section, the platform on which it is
executing, whether hardware transactional memory is avail-
able, whether an alternate software-based optimistic execu-
tion path is available, or the status, the execution mode, or the
likelihood of conflict with concurrent executions of the criti-
cal section, of another critical section associated with the
same lock, or of other code of the application.

In some embodiments, the lock elision techniques that are
integrated together in the system may include two different
types of techniques for improving lock scalability (e.g., trans-
actional lock elision using hardware transactional memory,
and one or more optimistic software techniques). The ALE
library may adapt its approach to managing concurrency in
the system by dynamically selecting one or more of these
techniques (at different times) during execution of a given
application. For example, in some embodiments, a determi-
nation may be made that transactional lock elision (using
hardware transactional memory) should be attempted one or
more times prior to attempting to execute a critical section
using an optimistic alternative path (when both are available).
In some embodiments, multiple executions of critical sec-
tions may be grouped together and attempted in parallel (e.g.,
if they are executed using the same lock elision technique
and/or cannot conflict with each other) prior to attempting to
execute one or more other critical sections that may poten-
tially conflict with those executions or that are to be executed
using a different lock elision technique. If none of the
attempts to execute a critical section using a lock elision
technique are successful (e.g., after a pre-determined maxi-
mum number of attempts to execute the critical section using
each selected technique), the lock associated with the critical
section may be acquired and the critical section may be
executed while the lock is held.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow diagram illustrating one embodiment of a
method for implementing adaptive lock elision, as described
herein.

FIG. 2 is a flow diagram illustrating one embodiment of a
method for collecting statistics about the execution of critical
sections of code and/or other profiling information, as
described herein.

FIG. 3 is a flow diagram illustrating one embodiment of a
method for leveraging a function for determining whether
SWOPTs could be executing, as described herein.

FIGS. 4A-4B are flow diagrams illustrating one embodi-
ment of a method for integrating hardware transactional
memory and a SWOPT path, as described herein.

FIG. 5 is a flow diagram illustrating one embodiment of a
method for determining the context in which a critical section
is encountered, as described herein.

FIG. 6 is a flow diagram illustrating one embodiment of a
method for implementing adaptive lock elision for executing
critical sections that may be nested, as described herein.
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FIGS. 7A-7B are flow diagrams illustrating one embodi-
ment of a method for implementing the grouping of critical
sections for execution using the same lock elision mecha-
nisms when multiple lock elision mechanisms are available,
as described herein.

FIG. 8A is a flow diagram illustrating one embodiment of
a method for using a static policy in implementing lock eli-
sion in a system that supports multiple integrated lock elision
mechanisms, as described herein.

FIG. 8B is a flow diagram illustrating one embodiment of
a method for using a dynamic policy in implementing lock
elision in a system that supports multiple integrated lock
elision mechanisms, as described herein.

FIG. 9 is a flow diagram illustrating one embodiment of a
method for instrumenting code to take advantage of at least
some of the lock elision techniques described herein.

FIG. 10 is a block diagram illustrating a computing system
configured to implement adaptive lock elision, according to
various embodiments.

While the disclosure is described herein by way of example
for several embodiments and illustrative drawings, those
skilled in the art will recognize that the disclosure is not
limited to embodiments or drawings described. It should be
understood that the drawings and detailed description hereto
are not intended to limit the disclosure to the particular form
disclosed, but on the contrary, the disclosure is to cover all
modifications, equivalents and alternatives falling within the
spirit and scope as defined by the appended claims. Any
headings used herein are for organizational purposes only and
are not meant to limit the scope of the description or the
claims. As used herein, the word “may” is used in a permis-
sive sense (i.e., meaning having the potential to) rather than
the mandatory sense (i.e. meaning must). Similarly, the words
“include”, “including”, and “includes” mean including, but
not limited to.

DETAILED DESCRIPTION OF EMBODIMENTS

Transactional Lock Elision (TLE) and optimistic software
execution are two types of techniques for improving the scal-
ability of lock-based programs. The former uses hardware
transactional memory (HTM) to improve scalability without
requiring code changes, while the latter may involve modest
code changes but may not require special hardware support.
The most effective technique(s) to use to support the devel-
opment of scalable concurrent programs in a particular situ-
ation may depend on any of numerous factors, including, but
not limited to: critical section code, calling context, workload
characteristics, hardware platform and/or available hardware
support for synchronization.

For example, the best lock elision mechanism to use in a
particular context often depends on the workload, which may
change over time even for a given application on a given
platform. Therefore, developers generally cannot determine
in advance which mechanism is best for a particular situation.
Different synchronization mechanisms may be most effective
in different environments and for different workloads, and it
is usually impractical to construct different versions of an
application for each case. Some techniques that are well-
suited to some use cases are ineffective (or sometimes even
detrimental) for scalability for others. For example, some
techniques depend on hardware support that is not available
on all systems, and others may use software techniques that
are difficult or impossible to apply in certain cases. Selecting
techniques (or combinations of techniques) and tuning them
specifically for use in a particular context is often impractical
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because, as previously noted, these choices may depend on
numerous factors (including the workload), which may
change over time.

In some embodiments, the systems and methods described
herein may be used to choose appropriate lock elision mecha-
nisms to use at runtime, based on observations of the appli-
cation in the current environment and workload. In some
embodiments, these systems and methods may take advan-
tage of an Adaptive Lock Elision (ALE) library that provides
pragmatic support for improving the scalability of legacy
lock-based concurrent (e.g., multithreaded) applications. In
various embodiments, lock elision techniques may improve
scalability without using finer-grained locking or non-block-
ing synchronization, both of which may significantly compli-
cate applications and may harm performance for some plat-
forms and workloads. For example, Transactional Lock
Elision (TLE) may allow critical sections of code in a con-
current (e.g., multithreaded) application that are protected by
the same lock to execute concurrently, exploiting hardware
transactional memory (HITM) to detect conflicts between
them. In another example, optimistic software techniques
may use software mechanisms, e.g., seqlocks or other soft-
ware mechanisms, to similarly support concurrent execution
of critical sections that are protected by the same lock without
acquiring the lock. In both techniques, critical sections may
experience interference and need to be retried (perhaps in a
different mode). With software optimistic execution, soft-
ware may need to manage conflict detection and ensure safe
execution when conflicts occur. However, in some embodi-
ments, this may be much easier than using finer-grained lock-
ing schemes or non-blocking synchronization; indeed, some
such techniques can be achieved via compiler support.

In various embodiments, the systems described herein may
integrate multiple techniques for executing critical sections,
which may include multiple types of lock elision techniques.
For example, these systems may support various combina-
tions of locks, hardware mechanisms for transactional lock
elision (e.g., HTM support), and/or software optimistic
execution techniques, and may support optimizations that
exploit various conditions to achieve various desirable prop-
erties.

It has been observed that the particular technique(s) best
suited for executing a critical section in a particular circum-
stance may depend on a variety of different factors. For
example, the choice of technique may depend on whether
hardware transactional memory is available and, if so,
whether it can (or does) successfully execute the critical sec-
tion. For optimistic execution techniques, the suitability of a
particular technique may be dependent on the workload. In
one example, there may be many operations (e.g., 99% of the
operations) that acquire the lock (e.g., in order to perform
modifications), and one thread that repeatedly attempts to
perform an optimistic read. In this example, the one thread
that repeatedly attempts to perform an optimistic read may
repeatedly fail to do so. In this case, it may be better for the
reading thread to acquire the lock, rather than to continue to
attempt to perform an optimistic read. However, if the work-
load is such that only one percent of the operations perform
modifications (and acquire the lock), then an optimistic read
operation will almost always succeed. With this type of work-
load, it may be appropriate to attempt an optimistic read
operation, and if it fails to retry the optimistic read operation.
This is because if the optimistic read operation fails once, it
may be very likely to succeed the next time. Note that it may
be very difficult for programmers to determine (ahead of
time) a suitable policy for the order in which to try various
ones of the available techniques and/or how persistent to be
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with each one before trying another without knowing what
the target workload looks like and/or without knowing what
the target execution platform may be.

In some embodiments, alternative synchronization mecha-
nisms may be integrated to work correctly together, allowing
the choice of mechanism to be made dynamically at runtime.
This approach may be referred to herein, and generally, as
“adaptive lock elision”. In some embodiments, these choices
may be made automatically and effectively (e.g., with good
results) based on the behavior observed for the current appli-
cation and workload.

In some embodiments, in order to support adaptive lock
elision, the systems described herein may provide an infra-
structure that allows programmers to integrate whichever
lock elision techniques are available. For example, if HTM is
available in the system to support transactional lock elision,
the infrastructure may allow programmers to take advantage
of that mechanism. Similarly, if using a software optimistic
path is applicable (and feasible) for that critical section
(which may require some additional programming, or at least
compiler support, to ensure that no unsafe operations are
performed while executing read operations in a read-only
critical section), that path may be made available as a choice
for or by the programmer. In some embodiments, a frame-
work may be built in which there are multiple different instan-
tiations of the same methods (e.g., using different lock elision
techniques or combinations of lock elision techniques). For
example, in some embodiments, the framework may apply
one technique multiple times, collect various statistics about
the application of that technique (e.g., how many times was is
attempted, how many times was it successtul, how much time
was spent on attempting it before succeeding, and so on). In
such embodiments, the framework may collect such statistics
and/or profiling information, and may use this information to
determine the best policy (or policies) to be used (or at least
attempted) for the particular circumstances. In some embodi-
ments, the framework may be configured to generate reports
that programmers could examine when determining how to
set various parameters (e.g., to make suitable choices
between various techniques). In other embodiments, the
framework may be configured to apply dynamic on-line poli-
cies that perform various monitoring operations to see which
techniques are working best, and that automatically choose
which techniques to try, how many times to try a particular
technique before trying another option, etc.

The potential of this approach has been demonstrated by
integrating two types of techniques for improving lock scal-
ability (e.g., transactional lock elision (TLE) using hardware
transactional memory (HTM), and optimistic software tech-
niques) and by showing that a lightweight runtime library
built for this purpose can adapt at runtime to achieve good
performance on different platforms and different workloads.
For example, a lightweight library may be configured to
decide, at runtime, which of the mechanisms to apply and
may be guided by one of a variety of pluggable policies. An
evaluation of this example approach to integrating TLE and
software optimistic techniques has been performed using four
different platforms (two of which support HTM). Experi-
ments with relatively simple static policies have demon-
strated the importance of choosing execution modes based on
observed runtime behavior. This evaluation has demonstrated
that arelatively simple, proof-of-concept adaptive policy may
(without requiring tuning for the platform and workload)
almost always be competitive with, and may often signifi-
cantly outperform, a hand-tuned static policy. As described
later, the evaluation involved a HashMap microbenchmark, as
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well as a more complex open source database benchmark that
demonstrates the use of adaptive lock elision with a readers-
writer lock and nesting.

The work in this direction that is described herein has been
focused initially on mutual exclusion locks, a common
impediment to scalability. While scalability can sometimes
be addressed by using finer-grained locks, that approach may
significantly complicate the application code of a concurrent
(e.g., multithreaded) application and could, in some cases,
harm performance for some platforms and workloads. Thus,
techniques for improving the performance of lock-based
applications without forcing developers to implement finer-
grained locking are attractive.

As noted above, a first demonstration of these ideas has
shown that two techniques for improving scalability of lock-
based concurrent (e.g., multithreaded) applications can work
correctly together, and that a lightweight runtime library may
be built such that it can effectively choose between the two
techniques using profiling information collected by the
library functions at runtime. The first technique is Transac-
tional Lock Elision (TLE), which uses hardware transactional
memory (HTM), if it is available, to execute critical sections
of'code in a concurrent (e.g., multithreaded) application con-
currently without acquiring their associated locks (even those
protected by the same lock). In some ways, TLE may be
thought of as a form of optimistic execution, in that when it is
executed, the hope (or assumption) is that it will succeed, but
if it does not succeed, it does not do any damage and can be
retried. This approach relies on hardware to detect whether
this assumption is violated, and if so, to return control to the
library to determine if, when, and how (e.g., using what
technique) conflicting critical sections should be retried. The
second technique is a form of optimistic execution in which
most or all of an operation is performed (e.g., on an alternate
software path) without acquiring the lock in the hope that no
conflicting action occurs during the operation (in other words,
in the hope that no concurrently executing operation conflicts
with it). Note that, as used herein, the term “optimistic” may
sometimes be used to refer only to software techniques that do
not employ HTM, and not to possible HTM implementation
characteristics. In case a conflicting action does occur, this is
detected and the operation is retried, either using the same
optimistic technique, or an alternative technique, such as
acquiring the lock to ensure the operation can run to comple-
tion without interference.

Note that the techniques for improving lock scalability
mentioned above may have different strengths and weak-
nesses in different contexts. For example, software optimistic
execution may be highly scalable in read-dominated work-
loads but may be less effective as mutating operations become
more frequent. On the other hand, TLE may be effective in
significantly improving scalability even in the face of fre-
quent mutating operations, provided those operations do not
conflict too frequently. However, TLE depends on HTM
being available and effective for the given workload. While
there has been significant progress in implementing HTM in
mainstream computing systems, it may be a long time before
developers can depend on effective HTM support in every
target platform. Furthermore, different HTM implementa-
tions may have different performance characteristics and dif-
ferent limitations. Therefore, even amongst platforms that do
support HTM, different policies may be most effective. As
described in more detail herein, by integrating these tech-
niques so that they can interoperate, the choice of which
technique to use in a particular case may become a heuristic
choice that can be made at runtime.
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As noted above, in some embodiments, an Adaptive Lock
Elision (ALE) library may provide support for improving the
scalability of legacy lock-based concurrent applications (e.g.,
multithreaded applications). In some embodiments, the ALE
library may execute a given critical section in one of three
modes: an HTM mode (e.g., one in which a hardware trans-
actional memory supports transactional lock elision), a soft-
ware optimistic execution mode (sometimes referred to
herein as a “SWOPT” mode), and a Lock mode (e.g., a mode
in which the lock associated with the critical section is
acquired). The ALE library may integrate these techniques
such that the choice of technique used to execute a given
critical section can be made heuristically at runtime.

As described herein, in some embodiments, the ALE
library may collect profiling information and make effective
choices about which of two or more available mechanisms for
executing a critical section to use, how often to retry them,
when to backoft, etc., based (at least in part) on the collected
profiling information. For example, the collected profiling
information may be used by pluggable policies that are con-
figured to determine at runtime how to execute each critical
section. This approach may be preferable to programmers
determining execution modes in advance, as the choices can
be made automatically based on factors such as the platform,
workload, and calling context. The collected profiling infor-
mation may also be provided to programmers as guidance
about which modes should be enabled for particular critical
sections. In addition, the library may expose an interface to
allow client code to communicate about certain events and to
query certain state in order to facilitate some optimizations,
and to allow the programmer to control and/or refine the
granularity at which the profiling information (including vari-
ous statistics) is collected. For example, the programmer may
be able to control the granularity at which statistics are col-
lected for a critical section based on the context in which it is
called (e.g., a context that reflects the execution path that led
to the critical section, the values of various arguments or
variables that are relevant to the execution of the critical
section, and/or other information about a specific execution
of the critical section). In some embodiments, changing the
granularity at which statistics are collected may, in turn,
change the granularity at which policies are applied to adjust
the number of attempts to execute a critical section using
particular ones of the available execution mechanisms (e.g.,
during a learning phase).

The approach described herein for integrating alternative
compatible synchronization mechanisms that may be used to
execute critical sections and to detect conflicts when execut-
ing those critical sections and using a heuristic library to
choose between alternatives may be used with many combi-
nations of synchronization techniques, with the library being
agnostic to the particular mechanisms used. An initial focus
has been on the synchronization mechanisms mentioned
above. The example programmer interface described herein is
designed to be convenient for programmers in this case, and
its implementation exploits knowledge and intuition about
these techniques to improve performance and to support opti-
mizations that are specific to it. Various ways in which this
knowledge has been exploited are described below. For
example, some lower-level mechanisms that may be sup-
ported in the ALE library and that may further improve per-
formance include:

A mechanism for determining whether software optimistic
executions are (or might be) running (sometimes
referred to herein as a “could_SWOPTs_be_running”
optimization)
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A grouping technique in which executions that use the
same optimization technique are grouped together for
parallel or overlapping execution

A technique for explicitly defining fine-grained conflict
regions within critical sections

In some embodiments, the ALE library may provide an
interface for plugging in alternative policies that control
which synchronization mechanism is used and when. Various
results show that the profiling information collected by the
library may enable effective dynamic policies that outper-
form simple policies such as static ones (e.g., policies that
merely try one mechanism a pre-defined number of times, and
then try another) and random ones (e.g., random policies that
select one of two or more unintegrated synchronization
mechanisms). The dynamic policies supported by the ALE
library may include policies in which a sophisticated mecha-
nism that draws on real-time experience and/or observations
is used to drive decisions about when and/or how to switch
between different mechanisms. In some embodiments, one of
the policies supported by the ALE library may be a random
policy that knows which techniques are available and that
chooses one of the options (from among a collection of avail-
able synchronization mechanisms that have been integrated
to work correctly together) at random (e.g., according to a
random distribution). In general, the ALE library described
herein may allow the programmer to collect statistics that are
relevant to the choices to be made and that allow the program-
mer to influence these decisions (e.g., in a variety of different
contexts). For example, one distinction between this
approach and previous approaches for concurrent execution
of critical sections may be that the application programmer
may (e.g., using the ALE library) determine that a software
alternative path may be effective for a given critical section
and may add such a path in the code to correctly handle the
interaction of that path with other execution techniques. For
example, the ALE library may provide mechanisms with
which the programmer can specify that only a portion of the
critical section can actually conflict with another path (or
paths), i.e., indicating a conflict only around this particular
area. By contrast, phased transactional memory and other TM
systems may merely use different mechanisms to execute the
same application code. In some embodiments of the systems
described herein, there may be a bit more burden on the
application programmer to provide hints, directives, or other
input for the use of the ALE library than was required in
previous transactional memory systems. However, the sys-
tems described herein may exploit these inputs from the pro-
grammers to achieve much better performance than can be
achieved using a standard transactional memory implemen-
tation (e.g., a generic STM-type implementation).

One embodiment of a method for implementing adaptive
lock elision, as described herein, is illustrated by the flow
diagram in FIG. 1. As illustrated at 110, in this example, the
method may include beginning to execute code of an instru-
mented application, e.g., a concurrent (e.g., multithreaded)
application that has been instrumented to take advantage of at
least some of the lock elision techniques described herein.
The method may also include encountering a critical section
in the code that is associated with a lock (as in 120). For
example, when the lock is held by a particular process or
thread, it may prevent other threads or processes from enter-
ing the critical section and/or accessing concurrent data struc-
tures or other shared resources that are protected by the lock.
In response to encountering the critical section of code, the
method may include determining a context in which the criti-
cal section was encountered (as in 130). For example, the
context may be determined based on one or more of: the
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environment or platform in which the instrumented applica-
tion is executing, the availability of hardware features (e.g.,
hardware transaction memory support), the instrumented
application itself, and/or various characteristics of the instru-
mented application (e.g., past, present, or anticipated work-
load characteristics, or other characteristics of the applica-
tion).

As illustrated in this example, the method may also include
determining a policy that is applicable to the determined
context and that is usable in determining which, if any, of
multiple integrated mechanisms for executing the critical sec-
tion without acquiring the lock that is associated with the
critical section (e.g., using hardware transactional memory or
using an optimistic alternative path) should be employed (as
in 140), and selecting one of the integrated lock elision
mechanisms, dependent on the determined policy (as in 150).
For example, in some embodiments, selecting one of the
integrated lock elision mechanisms may include determining
whether to attempt to execute the critical section of code
using hardware transactional memory or using an optimistic
alternative path. The method may also include attempting to
execute the critical section using the selected one of the
integrated lock elision mechanisms (as in 160).

As illustrated in this example, if the attempt to execute the
critical section of code using the selected lock elision mecha-
nism is successtul (shown as the positive exit from 170), the
method may include continuing to execute the code (as in
180). However, if the attempt to execute the critical section
using the selected mechanism is not successful (shown as the
negative exit from 170), the method may include retrying the
critical section one or more times, using the same lock elision
mechanism or a different lock elision mechanism (as in 190).
Note that in some embodiments, if repeated attempts to
execute the critical section of code using lock elision are
unsuccessful, in order to execute the critical section of code,
the system may revert to acquiring the lock (not shown). Note
also that, in some embodiments, the determined policy may
indicate that for particular critical sections and/or in particu-
lar contexts, the lock should be acquired in order to execute
the critical section, rather than attempting to execute the
critical section using a lock elision mechanism (e.g., TLE
supported by HTM, or software optimistic execution), even if
one or more such mechanisms are available.

As a demonstration of the adaptive lock elision techniques
described herein, an example HashMap implementation is
presented in detail below. In this example, the HashMap
implementation, which is lock-based, integrates transactional
lock elision (using hardware transactional memory) and soft-
ware optimistic execution. In this example, the HashMap
implementation enables three execution modes (a Lock
mode, an HTM mode, and a SWOPT mode) and uses an ALE
runtime library to determine (at runtime) which of'these tech-
niques to use and when. An example adaptive policy for
determining which of these techniques to use (and when) has
been developed as a proof of concept and has been evaluated
against various static policies using a microbenchmark that
exercises the example HashMap implementation in a variety
of workloads. Other experiments conducted to evaluate the
adaptive lock elision techniques described herein were per-
formed using a benchmark of an open source database. These
experiments were conducted on four different hardware plat-
forms, two of which support HTM. At least one of the HTM-
capable systems is commercially available. These experi-
ments have shown that an adaptive policy of an ALE library
can make effective choices to achieve good performance for a
variety of workload mixes. In these experiments, the adaptive
policy was always amongst the best performers, when com-
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pared to generic static policies, and often outperformed a
hand-tuned static policy by a significant margin (e.g., for
particular contexts and workloads).

In the Transactional Lock Elision (TLE) technique for
improving lock scalability, hardware transactional memory
(HTM) may be used to execute a critical section atomically
while confirming that the lock is not currently held. If there
are no data conflicts between two critical sections executed in
this manner, then they can execute in parallel, even if they are
protected by the same lock (as long as this lock is not held).
Under certain circumstances, TLE may greatly improve the
scalability of a lock-based application. However, if hardware
transactions fail due to conflicts or because of a limitation on
the transactions that are supported due to the underlying
HTM implementation, the lock must be acquired in order to
execute the critical section without HTM. If this happens
frequently, performance can actually degrade, as compared to
taking the lock. The success of a hardware transaction may
depend on several factors that are not known in advance and
may be unpredictable, such as how much data the transaction
accesses, the way that this data is mapped to the cache mecha-
nism of the particular architecture used, etc. Furthermore, the
particular retry strategy that is most suitable for use in a given
set of circumstances (e.g., a strategy for determining how
many times to retry a particular transaction and/or whether
and how long to back off before retrying the transaction) may
be sensitive to (or dependent on) the particular HTM mecha-
nism, the workload, etc.

Another approach for addressing lock bottlenecks is to
employ one of a variety of mechanisms for performing opti-
mistic execution, whereby operations are executed in such a
way that, if they do no conflict with other operations, they
complete successtully, but if a conflict does occur, no harm is
done, and they can be retried. Such mechanisms may be
considered “optimistic” because the hope is that need to for
retries will be rare. One example of such a mechanism, a
variant of which is described herein, is the use of a sequence
lock (seqlock) to protect changes to data. A seqlock is a lock
that has an associated sequence number. The sequence num-
ber is initially zero and is incremented each time the lock is
acquired and released. An operation that needs to consistently
read data that is protected by a seqlock can do so without
acquiring the lock, provided other operations that may con-
flict with it do acquire the lock and increment the sequence
number, and that it checks that the seqlock’s sequence num-
ber is the same before and after reading the data (i.e., that the
sequence number does not change while the data is being
read). If the operation first waits until the sequence number is
even (which may indicate that the lock is not held) these
observations together may imply that the data did not change
while it was being read.

In some embodiments of the systems described herein,
rather than using hardware transactional memory to avoid
having to acquire a lock on a critical section, a software
optimistic execution approach may be used. For example, one
way of performing optimistic execution (which is not, strictly
speaking, lock elision, but is closely related) may be to
require any process or thread that is attempting to perform a
mutating operation (e.g., writing) in a critical section to
acquire the lock as usual and also to increment a version
number associated with the lock when they acquire it and
again before they leave the critical section (or release the
lock). In some embodiments, this approach may allow other
processes or threads that are only going to read in the critical
section to do so without having to acquire the lock. In this
example, any process or thread that is only going to read in the
critical section may take a snapshot of the version number,
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determine whether the version number is even (indicating that
no other process or thread is holding the lock), or wait for the
version number to be even, and then do their reading in the
critical section without acquiring the lock. When the process
or thread is finished doing its reading, it may check the ver-
sion number to determine whether any other process or thread
acquired the lock while it was doing its reading. [fthe version
number has not changed since the snapshot was taken, this
may indicate that no other process or thread has acquired the
lock and/or that no process or thread has modified the pro-
tected data.

In this example, if another process or thread does acquire
the lock and change the protected data while the one process
orthread is reading it, this could result in the reader process or
thread reading inconsistent data. In some cases, reading
inconsistent data due to such a concurrent change in the
protected region, or by the critical section, could lead to a
dangerously bad result (e.g., crashing the program). In some
embodiments, the code that is doing the reading may be
augmented such that if an inconsistent read could cause a bad
result, the reader code would again check whether the version
number has changed. If the version number has changed, the
reader code may abort the path that leads to the bad result,
discarding any data that was read in the critical section, and
entering the critical section again (with or without acquiring
the lock). On the other hand, if the version number has not
changed, the reader code may know that the data is consistent
up to that point. This is one example of the execution of a
critical path using a SWOPT (software optimistic) technique.

Techniques for optimistic reading, such as the one
described above, are similar to TLE in several ways. For
example, optimistic reading may fail due to concurrent
updates, and it may be retried or the lock may be acquired in
case the optimistic reading is repeatedly unsuccessful. In
some embodiments, the success or failure of optimistic read-
ing may depend on a number of factors, including aspects of
the workload that may change over time. Despite their simi-
larities, different situations may favor the use of particular
ones of these lock elision type techniques. As previously
noted, optimistic execution may be highly scalable in appli-
cations that exhibit read-heavy workloads but may be less
effective as mutating operations become more frequent. On
the other hand, TLE may significantly improve the scalability
of'lock-based applications even in the face of frequent mutat-
ing operations, provided they do not conflict too frequently.
However, TLE depends on HTM being available and effective
for the given workload. TLE and optimistic reading do not
interoperate effectively if combined naively (i.e., without
taking steps to integrate these techniques). For example,
although critical sections that update data may succeed con-
currently using TLE, as discussed above, they may always
conflict with each other if a seqlock is used, due to the need to
increment the sequence number (twice) for each critical sec-
tion execution. As described herein, in some embodiments,
such conflicts may be reduced, and even eliminated in some
cases, significantly improving performance and scalability.

As described herein, in some embodiments, TLE and opti-
mistic execution may be combined in such a way that either
technique can be used effectively, and the choice of which one
to use may be made dynamically, depending on the availabil-
ity and behavior of each option for the current platform and
workload. As previously noted, some embodiments may
make use of an ALE library that collects profiling information
and supports pluggable policies that can make dynamic deci-
sions about which lock elision type techniques to use and
when. This may allow programmers to get the “best of both
worlds” of TLE and optimistic execution. As described
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herein, optimistic execution and TLE may both be viewed as
forms of “lock elision™, in that operations executing using
these techniques may complete without acquiring the lock,
may fail due to concurrent updates and may be retried (even-
tually acquiring the lock if repeated attempts to execute the
operations without holding the lock are unsuccessful).

There are some existing techniques for integrating multiple
synchronization techniques and choosing between them
dynamically (at runtime). For example, one reactive locking
algorithm can switch between fast and scalable alternatives
for locking depending on the workload. While this algorithm
can adapt differently for different locks, unlike the adaptive
lock elision techniques described herein, this existing tech-
nique does not support concurrent use of different techniques
for different critical sections for the same lock, and does not
exploit techniques such as TLE or optimistic execution. In
another example, an Adaptive Transactional Memory
approach uses profiling and machine learning techniques to
adapt between two or more software TM (STM) implemen-
tations. However, unlike with this existing approach, the
adaptive lock elision techniques described herein may be
applied to an established lock-based programming model that
does not require new compiler and language support, may
exploit HTM, and may avoid the significant system support
required for STM and a full transactional programming
model. Thus, the adaptive lock elision techniques described
herein may be more pragmatic and more immediately prac-
tical than these existing approaches.

Using the ALE Library

The ALE library interface programmers use to apply these
techniques may be illustrated using the following example: a
HashMap data structure protected by a single lock. In this
example, an Insert operation inserts a new key-value pair into
the HashMap if the key is not already present and overwrites
the value associated with the key otherwise. A Remove opera-
tion removes the specified key if it is present and has no effect
otherwise. A Get operation copies the value associated with
the specified key to a specified memory area and returns true
if the key is present, or false otherwise. In a base implemen-
tation, the HashMap is protected by a single lock, referred to
as “tblLock”, and every operation is executed in a single
critical section that holds this lock. An example technique for
integrating this implementation with ALE, and for enabling
the use of HTM mode with it is described below, as is an
explanation of how to add a SWOPT execution alternative.

In various embodiments, the ALE library described herein
may be used by both C and C++ programs. A header file
ALE h may provide macros that programmers use to identify
locks and associated critical sections for which ALE should
be used, amongst other functionality introduced later. An
example of how locks may be enabled for ALE is described
below, beginning with a baseline implementation that only
allows the use of HTM, and then introducing the use of an
optimistic software-based alternative.

In various embodiments, programmers may use ALE with
any type of lock, including multiple types of locks inthe same
application and even multiple locks for the same critical sec-
tion (e.g., a critical section may be executed using different
locks at different times). An explanation of how this flexibil-
ity is accommodated is described below. In some embodi-
ments, enabling a lock for use with ALE may be achieved via
two relatively minor changes. The first, in the same scope as
the lock’s declaration, may associate a label with the lock and
cause metadata to be declared for the lock. The second, in the
same scope as the lock initialization code, may cause the
library to initialize this metadata. The type and name of the
metadata may be transparent to the programmer, and all com-
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munication with the library for a given lock may use the label
associated with the given lock.

For each target lock (i.e., each lock for which ALE will be
used), the programmer may declare (e.g., in the same scope as
the lock) additional metadata for use by the library, as shown
in the pseudocode below:

class HashMap {

MyLockType tblLock; // Lock
LOCK_INFO_DECLARE(md_tblLock); // Metadata

[N NV SIS

1

In this example, all communication with the library may
use the metadata label passed to the LOCK_INFO_DE-
CLARE macro (md_tblLock, in this example), from which
the library may construct the metadata variable name.

The metadata may be initialized near where the lock is
initialized, for example in a constructor, as shown in the
pseudocode below:

1 HashMap::HashMap(/* Constructor arguments */) {
2
3 lockInit(&tblLock); // Initialize lock
4 LOCK_INFO_INIT(md_tblLock); // Initialize metadata
5 }
Similar macros may be used to declare metadata to be

associated with locks declared as static or global variables.

In this example, a programmer may also create an instance
of'lock_api_t for each type of lock used by the application, as
in the example pseudocode below:

typedef struct {
void (*lock)(void *);
void (*unlock)(void *);
uint32_t (*is_locked)(void *);
} lock_api_t;

L T

This lock structure may provide pointers to functions for
the library to acquire and release the lock (e.g., using the
“lock” and “unlock” methods, respectively), and to determine
whether the lock is currently held (e.g., using the “is_locked”
method). In some embodiments, the is_locked function may
be called within hardware transactions when executing a criti-
cal section in HTM mode, allowing the hardware transaction
to ensure that it commits successfully only if the lock is not
held. Theis_locked function may be supported directly by the
given lock type, or may be implemented by the programmer,
in different embodiments. In some embodiments, the
is_locked function may not be required to return true if and
only if the lock is held. As explained in more detail below, a
conservative approximation may suffice, in which the
is_locked function returns true if some thread may be execut-
ing code in a critical section while holding the lock, but may
return false if, for example, a thread has acquired the lock but
has not yet executed the first instruction in the critical section,
or has finished executing all of the instructions in the critical
section but has not yet finished releasing the lock. This
approach may allow ALE to be used with any lock type,
including common lock types (such as pthread_mutex_t) that
do not provide an is_locked function. In some embodiments,
this may be achieved by associating a separate Boolean vari-
able with each lock, and using wrapper functions to set this
variable after acquiring the lock and to clear it before releas-
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ing the lock, thus allowing the is_locked function to be imple-
mented simply by returning the value of this variable.

In some embodiments, a baseline critical section (e.g., one
for which no optimistic alternative is available) may be modi-
fied for ALE, so that it can be executed using TLE. This may
be achieved by replacing the acquire and release calls at the
boundaries of the critical section (e.g., calls to lock and
unlock methods) with BEGIN_CS and END_CS macros,
respectively, indicating the appropriate lock_api_t instance,
any arguments its functions may require, and the lock meta-
data label. This modification is illustrated in the example
pseudocode below:

// Old lock code: Lock(&tbILOCK);
BEGIN_CS (&MyLockAPI, &tblLOCK, md_tbILOCK);

// critical section

END_CS (&MyLockAPI, &tbILOCK, md_tbILOCK);
// Old unlock code: UnLock(&tbILOCK);

B Y T

Inthis example, the BEGIN_CS and END_CS macros both
take three arguments: a pointer to the lock’s API, an argument
to pass to the lock’s API functions, and the metadata label for
the lock. In this example, the first two arguments may allow
the library to access the lock, and the third may allow the
library to access the lock’s metadata. Another macro,
BEGIN_CS_NAMED may be similar to BEGIN_CS, but this
macro may also accept a descriptive name to be associated
with the critical section.

In some embodiments, this may be all that is required to
enable the critical section to be executed using TLE. Once this
replacement has been made in all three HashMap methods,
the ALE library may collect statistics and profiling informa-
tion for the critical sections for reporting and/or to guide
decisions about when to use HTM and when to acquire the
lock as normal. In other words, even without using the HTM
or SWOPT modes, the ALE library’s reports may provide
significant insights that can provide guidance about which
critical sections are promising targets for enabling other
execution modes. This may be particularly useful in larger
and more complex examples. Having integrated lock(s) and
associated critical section(s) with ALE as described above,
enabling the use of HTM mode for these critical sections may
be performed by including appropriate compilation flags for
the application and library.

Note that not all critical sections associated with alock may
need to be modified to use the library’s API. However, in
some embodiments, the is_locked function must be aware of
any critical section that may execute concurrently with an
ALE-enabled critical section protected by the same lock. In
some embodiments, if a reentrant lock is acquired by a critical
section that is nested within an ALE-enabled critical section
that acquires the same lock, then the nested critical section
must also use ALE’s API. Furthermore, some contention
management mechanisms used by some policies may not
function correctly if some critical sections protected by the
same lock do not use the ALE library.

As noted above, in some embodiments, the ALE library
may be used to collect statistics about the execution of critical
sections, and to generate reports and/or store the collected
information for the use of various library functions (automati-
cally). One embodiment of a method for collecting statistics
about the execution of critical sections of code and/or other
profiling information is illustrated by the flow diagram in
FIG. 2. As illustrated at 210, in this example, the method may
include instrumenting the code of an application that includes
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at least one critical section associated with a lock so that an
ALE-enabled library is used for the critical section(s). For
example, the method may include instrumenting the code to
take advantage of at least some of the lock elision techniques
described herein. Note that the application code may include
more than one critical section that is associated with same
lock or may include two or more critical sections that are
associated with different locks, in different embodiments.

As illustrated in this example, the method may include
beginning to execute the instrumented code, as in 220, and
encountering a critical section in the code (e.g., one that is
associated with a lock), as in 230. In response to encountering
the critical section, the method may include invoking alibrary
function to determine the method to use to execute the critical
section according to its execution context and applicable poli-
cies, as in 240. The method may include the library function
collecting and storing information about execution of the
critical section, and determining a new context and/or policy
to be applied, as needed, as in 250. For example, the library
function may be configured to collect and store information
indicating how often each ALE-enabled critical section was
executed, how many times each method (TLE, SWOPT, or
acquiring the lock) was attempted and/or was successful, how
much time was spent using each method, and/or other infor-
mation about the execution of various critical sections. In
some embodiments, the library function may employ statis-
tics counters (e.g., those that use sampling or a statistical
counter algorithm) to update and/or store counts of events
(e.g., the number of times that a critical section is executed
using a given method), as well as time interval information
(e.g., an average lock acquisition time). After determining the
method to be used to execute the critical section, the library
function may return to the user code, which will execute the
critical section using the method determined by the library
function (e.g., in a hardware transaction that was begun by the
library function or using the SWOPT path), as in 255.

If the code includes more critical sections (e.g., critical
sections associated with the same lock or another lock), the
method may include repeating the operations illustrated in
230-250 for each additional critical section. This is shown in
FIG. 2 by the feedback from the positive exit 0260 to 230. On
the other hand, if the code does not include any additional
critical sections (or once all of the critical sections in the code
have been executed), the method may include generating a
report based on the stored profiling information, which may
include per-lock, per-context, per-lock-context pair, and/or
per-critical-section information (as in 270). For example, in
some embodiments the method may include the library func-
tion (or another library function of the ALE library) produc-
ing a report that summarizes the collected information for
each ALE-enabled lock, as well as breaking this information
out per ALLE-enabled critical section associated with the lock.
As described herein, in some embodiments, even if a scoped
lock has only a single critical section at the source level,
statistics may be associated with the context within which the
constructor is called. In such embodiments, various policies
may be applied to collect and use separate statistics per con-
text.

Adding an Optimistic Alternative

Insome embodiments, it may be relatively simple to enable
a critical section to use HTM, as described above, because
changes may only be required to be made at the boundaries of
the critical section, and not to the critical section code itself.
However, adding an optimistic alternative may be more com-
plicated. In particular, optimistic critical section code can be
executed concurrently with other critical section code that
may cause the optimistic critical section to observe inconsis-
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tent data (if it is executing in HTM or Lock mode). In some
embodiments, it may be the programmer’s responsibility to
ensure that the optimistic critical section code can detect such
interference in order to retry in this case, and to ensure that
unsuccessful attempts have no harmful side effects. The
HashMap example described herein illustrates one way to
achieve this.

In some embodiments, ALE may support optimistic execu-
tion by executing critical sections for which an optimistic
alternative is available in a special SWOPT mode for this
purpose. This optimistic alternative may be referred to as a
“SWOPT path”. In some embodiments, a SWOPT mode may
be enabled for a critical section by using a variant of the
BEGIN_CS macro that indicates that a SWOPT path is avail-
able, and by adding code to the critical section for that path. In
such embodiments, this path may be executed when the criti-
cal section runs in SWOPT mode, as indicated by aGET_EX-
EC_MODE macro that is provided by the ALE library. For
example, variants of the BEGIN_CS macro may be provided
that accept an argument indicating whether a SWOPT path is
available. If so, the library may choose to execute this
SWOPT path, and a GET_EXEC_MODE macro may allow
the critical section code to determine whether it is executing
in this mode.

Note that there may be many different approaches for con-
structing SWOPT paths, in different embodiments. For
example, an approach that is similar to the use of sequence
locks, as described earlier, may be quite effective for a variety
of applications, platforms, and workloads. However, naively
using the sequence lock to directly replace the underlying
lock may have several drawbacks. For example, as discussed
herein, this approach may lose the benefit of TLE. Moreover,
this naive approach may have disadvantages even if HTM is
not available (in which case, TLE is not possible). In particu-
lar, with this approach, the entire critical section is executed
between the two increments of the sequence number when the
lock is acquired, preventing successful execution of any
SWOPT path associated with the same lock for this entire
interval. However, this may be unnecessary if the critical
section executed while holding the lock rarely performs con-
flicting actions or if conflicting actions can occur only during
a small fraction of the execution of the critical section. In one
example, the code in a critical section may search for an item
and when (and if) the item is found, make a change to that
item. In this example, the portion of the code that performs the
search may be able to run concurrently with other processes
or threads that are executing using SWOPT paths because the
search will not cause a conflict with the other processes or
threads. It is only when (and if) a change is made to the item
that there is a risk of conflicting with the other processes or
threads.

For at least these reasons, in some embodiments it may be
advantageous to explicitly identify code regions that may
potentially, though not necessarily, perform conflicting
actions rather than to conservatively assume that any part of
the critical section may do so by default. In some embodi-
ments, explicitly identifying conflicting regions may allow
SWOPT executions of critical sections using the same lock to
detect interference. In some embodiments, by explicitly
marking the portions of the critical section that may poten-
tially perform conflicting actions, the length of time during
which an operation may cause concurrent optimistic execu-
tions to have to retry may be significantly reduced.

In some embodiments, potential conflict regions may be
marked conservatively. In other words, while any portion of
the code that does present a potential conflict must be marked
as a potential conflict region, other portions of the code may
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be marked as potential conflict regions that do not happen to
present a potential conflict (or for which it is unclear whether
they could potentially cause a conflict). Note also that the fact
that a portion of the code is explicitly marked as a potential
conflict may mean that in some circumstances, the potential
for a conflict is present, while in other circumstances there
may be no potential for conflict. In some embodiments, a
portion of the code may be marked to indicate a conflict or
potential conflict for some period of time (e.g., for some
executions), but may be unmarked at other times (e.g., for
other executions). In other embodiments, if it is not known
whether there is going to be a conflict (or potential conflict)
for a portion of the code, that portion of the code may be
(optimistically) left unmarked. In this case, execution may
proceed under the assumption that there will not be a conflict.
However, if it is subsequently determined that there is a
potential conflict for that portion of the code, the execution of
that portion of the code may need to “self abort” (e.g., the
optimistic execution may need to be stopped prior to causing
a conflict), or the version number may need to be incremented
(thus marking the code as conflicting, or potentially conflict-
ing). In general, the ability to explicitly mark various portions
of'the critical section as conflicting or potentially conflicting
may provide a level of flexibility to programmers that does
not exist with other approaches to improving lock scalability.

In some embodiments, programmers using ALE to inte-
grate SWOPT execution into a critical section may need to
follow a few straightforward rules, such as the following:

Interference with a SWOPT path should be caused only by
concurrent execution of a critical section protected by
the same lock while not in SWOPT mode.

Executions must provide the means for a SWOPT path to
detect any (potential) interference they cause.

Non-optimistic executions of critical sections must iden-
tify any actions that may cause such interference.

Critical sections executed in SWOPT mode must avoid any
harmful side effects due to such interference.

SWOPT executions that experience interference must be
explicitly retried (if desired) in the case of interference,
after notifying the library of the failed attempt.

In some embodiments, a SWOPT path that encounters
interference may call a FAIL,_SWOPT_ATTEMPT macro,
which may allow the library to take the failed attempt into
account in future decisions about whether to execute the
critical section in SWOPT mode.

In some embodiments, to apply the ideas discussed above
to the HashMap example, the programmer may first add to the
class a (volatile) version number field thlVer, which is initial-
ized to zero. The programmer may also add BeginConflict-
ingAction and EndConflictingAction methods (both of which
simply increment tblVer) and a GetVer method, which returns
the value of tblVer, optionally waiting until it is even (if its
Boolean argument indicates this is required). Note that in
some embodiments, concurrency may be improved by using
multiple version numbers, without changing the locking
granularity of the application. For example, there may be a
different version number associated with each bucket of the
HashMap. In this example, interference could occur only
between critical sections that are accessing the same bucket.

In this example, the first two methods may be used to
bracket portion(s) of non-optimistic critical section code that
may interfere (or potentially interfere) with concurrent
SWOPT execution of a critical section protected by the same
lock. As previously noted, identifying conflicting regions
within critical sections in this way may allow SWOPT execu-
tions of critical sections using the same lock to detect inter-
ference. If no operations are executing in SWOPT mode, the



US 9,183,043 B2

19

conflict notification described above may be unnecessary, and
may cause unnecessary conflicts between critical sections in
HTM mode. In other words, hardware transactions that enter
critical sections may have to increment the version number
for the lock to allow concurrent execution of SWOPT paths to
detect any interference from them, unless they know that no
SWOPT paths is executing concurrently with them. In some
embodiments, a could_SWOPTSs_be_running library macro
may return a (possibly conservative) indication of whether a
critical section associated with the same lock is (or could be)
executing in SWOPT mode. This mechanism may support an
optimization that avoids these unnecessary potential sources
of conflict. For example, if the hardware transactions can
know that there cannot be any SWOPT paths running con-
currently, the hardware transactions may not need to incre-
ment the version number when entering and exiting the con-
flicting region of the critical section, which may allow them to
run concurrently in situations in which they could otherwise
conflict when incrementing the version number. In other
words, the use of a could SWOPTs_be_running library
macro may allow executions in HTM mode to skip the con-
flict indication when no SWOPT path is running, and thus
avoid unnecessary aborts due to modifications of tblver, in
this example. Note that, because this optimization may
depend on HTM to abort the critical section if a SWOPT
execution begins after the could SWOPTs_be_running
macro has returned, the could_ SWOPTs_be_running macro
may always return true, disabling the optimization, except in
HTM mode. In other words, this benefit of the could_
SWOPTs_be_running optimization may be realized only
when SWOPT paths are potentially used together (concur-
rently) with an HTM mode.

In various embodiments, the could_SWOPTs_be_running
mechanism described above may be used to optimize the
execution of critical sections based on what sorts of execu-
tions might be running concurrently. Some embodiments
may include an optimization in which the part of the critical
section that indicates the conflict may be conditional on
whether there could be optimistic executions running. In
some such embodiments, this functionality may be imple-
mented using a scalable non-zero indicator (SNZI), such that
any SWOPT path that is going to run first arrives at a SNZI
object associated with the lock being elided for that SWOPT
execution and departs from the SNZI object afterward. A
SNZI object may be similar to a counter, and may include an
underlying counter. In some embodiments, a process or
thread that arrives at a SNZI may increment the underlying
counter, and a process or thread that departs the SNZI may
decrement the underlying counter. However, queries directed
to a SNZI object may return an indication of whether the
value of the counter is zero or non-zero, rather than returning
a precise value for the counter (if non-zero). In this example,
a hardware transaction may query the SNZI object to deter-
mine whether or not there are SWOPT paths currently run-
ning. I[fnot, the hardware transaction may not need to indicate
a conflict (e.g., by incrementing the version number for the
lock). If a process or thread subsequently arrives at the SNZI
object (thus changing the value of the SNZI object from zero
to non-zero), this may cause that hardware transaction to fail.

Note that the could_SWOPTs_be_running macro may not
need to be implemented in a precise manner, but rather may be
implemented conservatively. For example, in some embodi-
ments, the could SWOPTs_be_running library macro may
return false if and only if it can be determined that there are
not (and cannot) be any SWOPT paths executing, and may
return true, otherwise. In another example, if the could_
SWOPTs_be_running macro always returns “true”, this
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may not necessarily mean that any SWOPT paths are cur-
rently executing. Rather, a “true” result may merely mean that
they could be (which is a correct answer in this case, even if
not sufficient.) Note, however, that there may be many differ-
ent ways to implement the could SWOPTs_be_running
library macro, some of which may return a precise answer
(e.g., they may return true if and only if there are SWOPT
paths executing, and may return false if and only if there are
no SWOPT paths executing).

One embodiment of a method for leveraging a function for
determining whether SWOPTs could be executing is illus-
trated by the flow diagram in FIG. 3. As illustrated at 310, in
this example, the method may include encountering a critical
section of code that is associated with a lock and that is to be
executed using hardware transactional memory, and begin-
ning a hardware transaction (as in 315). If a function for
determining whether SWOPTs could be running determines
that no SWOPTSs could be running (shown as the negative exit
from 320), the method may include attempting to execute the
body of the critical section (or at least the potentially-con-
flicting portion of the critical section, if marked) using hard-
ware transactional memory, as in 325. In the example, the
attempt to execute the body of the critical section using hard-
ware transactional memory may succeed or may fail, in which
case it may be retried one or more times (not shown).

On the other hand, if the function for determining whether
SWOPTs could be running determines that SWOPTSs could
indeed be running (shown as the positive exit from 320), the
method may include (within the hardware transaction) incre-
menting a version number associated with the lock (as in
330), attempting to execute the body of the critical section (or
at least the potentially-conflicting portion of the critical sec-
tion, if marked) using hardware transactional memory (as in
340), and then, once the attempt to execute the body of the
critical section is complete (e.g., whether it succeeds or fails),
incrementing the version number associated with the lock
(within the hardware transaction), as in 350. For example, in
some embodiments, the entire critical section may be brack-
eted by the increment operations. In other embodiments, only
a particular portion of the critical section containing instruc-
tions that, when executed, could potentially cause conflict
with a SWOPT execution associated with the same lock may
be bracketed by the increment operations (in which case,
other portions of the critical section code may execute before
330 and/or after 350).

Note that in some other embodiments, since the increment
operations and the critical section (or potentially-conflicting
portion thereof) are executed within a hardware transaction,
the order of these operations may be irrelevant, and may be
different than that illustrated in FIG. 3. For example, in some
embodiments, the version number may be incremented by
two as the last operation performed within the transaction,
rather than being incremented once before and once after an
attempt to execute the body of the critical section. Note also
that in some embodiments, if an attempt to execute the critical
section fails, it may be retried one or more times before the
attempt is abandoned (not shown). In such embodiments, in
the case of a retry, all of the operations of the hardware
transaction (including the attempt to execute the critical sec-
tion at 325 or 340, the query to determine whether SWOPTs
could be running at 320 and, if so, the two increment opera-
tions at 330 and 350) will be retried.

Inthe example HashMap implementation described above,
the GetVer method may be used both for reading the version
number at the beginning of an SWOPT execution of a critical
section (after waiting until thlVer is even), and for checking
whether the version number has since changed (in this case
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there may be no need to wait for the version number to be even
because if it is not, it has changed).

As previously noted, the example HashMap implementa-
tion described above supports the following operations: an
Insert operation that inserts a new key-value pair if the key is
not already present and overwrites the value associated with
the key otherwise; a Remove operation that removes the
specified key if it is present and has no effect otherwise; and
a Get method that copies the value associated with the speci-
fied key to a specified memory area and returns true if the key
is present, or returns false otherwise.

One candidate into which SWOPT execution could be
incorporated is the Get method, as this operation does not
change shared data, and therefore concurrent executions of
this method do not cause conflicts for each other. In order to
incorporate a SWOPT path, any potential conflicts may first
beidentified. In this example, A SWOPT execution of Get can
experience interference from a concurrent Insert or Remove
operation.

Basic versions of the Insert and Remove methods (includ-
ing the Remove method shown below) may each include a
single critical section (introduced using the BEGIN_CS
macro). Each of these methods may first perform a search to
determine if the specified key is present. While the searches
themselves cannot cause conflicts for a concurrent Get opera-
tion, conflicting actions may in some cases be performed by
concurrent Insert or Remove operations. For example, the
Remove method can cause a conflict for a concurrent Get
operation in the case that the specified key is found, which
would require a node to be removed. In this example, only the
code performing the final step of removing the node may need
to be identified as code that may potentially cause a conflict
(e.g., by using BeginConflictingAction and EndConflictin-
gAction). In cases in which the specified key is not found,
there may be no conflicts at all.

One example of a Remove operation that explicitly identi-
fies a conflicting region within a critical section is illustrated
by the pseudocode below:

BEGIN_CS(&LockAPI, &tblLock, md_tblLock);
< search a node containing a given key>
if ( <node is found > ) {
BeginConflictingAction( );
unlink( < node > );
EndConfiictingAction( );

[ N R R T S

)
END_CS(&LockAPI, &tblLock, md_tblLock);

In this example, md_tblLock represents the metadata label
associated with tblLock, as described above. In this example,
LockAPI is a structure that identifies methods used to acquire
and release this lock, as well as an is_locked method that is
used to check and monitor a lock when an associated critical
section is executed in HTM mode. As illustrated above, the
“unlink” operation, which removes a specified node, is
marked as a conflicting region of the critical section code, and
this operation is only performed if the specified node is found.
Otherwise, execution of the critical section will not conflict
with concurrent Get operations. In some embodiments, this
fine grained bracketing approach may enable the ALE library
to be used with any type of lock.

In this example, the Insert method may potentially cause
conflicts only during the last part of its operation. For
example, ifa node having the specified key is not found, a new
node is allocated and initialized, and is then linked into the list
of'the appropriate bucket. This operation to link the new node
into the list may potentially cause a conflict with a concurrent
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Get operation. On the other hand, if a node having the speci-
fied key is found, then the portion of the critical section code
responsible for copying the new value to the appropriate node
may potentially cause a conflict. Thus, the Insert method
includes two conflict regions, in this example, and these con-
flict regions may be explicitly (and separately) identified in a
critical section within the code for the Insert method using
BeginConflicting Action and EndConflicting Action methods,
as in the Remove method above.

The example pseudocode shown below may be used to
explain how a SWOPT path can be integrated into the Get
method, in one embodiment. In this example, the integration
begins by creating a utility method Getlmp which factors out
the main functionality of the Get method, and returns -1 if a
SWOPT execution fails, 1 if it succeeds (or was not
attempted) and the key was found, and 0 otherwise (including
if not in SWOPT mode).

template <bool optExec>

int32_t HashMap::Getlmp(const & key_t key,
uint32_t hval, value_t& retVal) {

uint32_tv;

if(optExec) v = GetVer(true);

hVal = hVal % this->numBuckets;

Bucket* barr = buckets;

if (optExec && (v != GetVer(false)))

9 return —1;

- BEN G VRN NSV SR

10 BucketNode* bP = barr[hval].firstNodeP;
11 if (optExec && (v != GetVer(false)))

12 return —1;

13 while (bP && !keyEqual(bP->key, key)) {
14 bP = bP->next;

15 if (optExec && (v 1= GetVer(false)))

16 return —1;

17 }

18 if(bp = NULL) {

19 // assumes value_t has assignment operator
20 retVal = bp—>val;

21 if (optExec && (v 1= GetVer(false)))

22 return —1;

23 return 1;

24 }

25 return O;

26 }

Through the use of a Boolean template argument optExec
(which specifies whether or not the Get operation is to be
executed in SWOPT mode), this approach effectively creates
two versions of the Getlmp method (one for use in SWOPT
mode and one for use in other modes). This approach may
remove the need to write and maintain two variants of the
code, which would be identical except for the code needed by
the version to be used in SWOPT mode (shown in italics).
This approach may also avoid imposing any overhead on the
non-optimistic version in order to support the optimistic
(SWOPT) version of the method. A similar approach may be
employed to create or modify the code of other lock-based
applications for use with the adaptive lock elision techniques
described herein.

In this example, the main difference between the SWOPT
version and the regular (non-optimistic) version of the func-
tion is the addition of the validation statements in lines 8, 11,
15, and 21 when executing in SWOPT mode that checks that
the version number has not changed since it was read at line 5.
In this example, in the absence of compiler support for this
purpose (i.e., for adding validation statements to program-
matically created and/or instrumented SWOPT paths), the
programmer may have added these validation statements
manually. In various embodiments, a general rule of thumb
may be to include such a validation before using any value
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that was read since the last such validation. However, in some
embodiments, some validations may be omitted if the value
that was read is used in a way that cannot cause any error, even
if it is invalid. Note that in some embodiments, when opti-
mistically reading data, there may be a small chance that the
data has already been deallocated, and that the page in which
it resides has been returned to the operating system and
removed from the address space, causing an error. Techniques
for avoiding this issue, where it exists, may be system-spe-
cific. This issue does not apply in many cases, e.g., in those in
which the application does not deallocate memory during its
lifetime, or in which the operating system does not deallocate
freed pages. In some other contexts, this issue may be
addressed by using non-faulting loads.

In this example, the Get method itself may be implemented
as a wrapper method that uses the BEGIN_CS_EXTENDED
macro to begin a critical section. This macro may be similar to
the BEGIN_CS macro, but may allow the programmer to
specify whether HTM can be used and whether alternative
SWOPT path exists. In this example, there is such an alter-
native available. Therefore, the critical section may use the
GET_EXEC_MODE macro to determine whether the critical
section is being executed in SWOPT mode. If not, it calls
Getlmp<false>to complete the lookup. On the other hand, if
the critical section is being executed in SWOPT mode, it
instead calls Getlmp<true>, which may return -1, indicating
that it did not complete successtully dueto a conflict. Because
of this possibility, the Get method may be executed inside a
loop that terminates when the non-optimistic version is
executed, or when the SWOPT version is executed and com-
pletes successfully, returning a value other than —1. In some
embodiments, the ALE library may contain some additional
macros that allow this common pattern (and/or other common
patterns) to be expressed concisely.

One embodiment of a method for integrating hardware
transactional memory and a SWOPT path into the example
HashMap described herein is illustrated by the flow diagrams
in FIGS. 4A and 4B. More specifically, FIG. 4A illustrates an
Insert method (such as that described above) that employs
hardware transactional memory to execute a critical section
of code containing two different operations that could poten-
tially conflict with the actions of a corresponding Get method.
For example, a conflict may arise when attempting to perform
a Get operation optimistically (e.g., in SWOPT mode) while
the Insert operation is in progress and is using hardware
transactional memory. In this example, the code of the Insert
method has been instrumented such that the Get method can
determine (at runtime) whether its operations conflict with
those of the Insert method using a mechanism similar to the
sequence lock described above. As illustrated in FIG. 4A, in
response to invoking a method to insert a new key-value pair
into a table protected by a lock (as in 401), the method may
include beginning execution of a single critical section using
hardware transactional memory, and performing a search for
the specified key in the table (as in 403).

In this example, if the specified key is not found (shown as
the negative exit from 405), the method may include allocat-
ing and initializing a new node containing the new key-value
pair (as in 407). The method may also include beginning a
potentially conflicting action, which may include increment-
ing a version number associated with the table into which the
new key-value pair is to be inserted and/or with a lock that
protects accesses to the table (as in 409), and linking the new
node into an appropriate list (as in 411). After adding and
linking the new node, the method may include ending the
potentially conflicting action, which may include increment-
ing the version number associated with the table and/or its
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lock (as in 413), and completing the execution of the critical
section using hardware transactional memory (as in 415).

On the other hand, if the specified key is found in the table
(shown as the positive exit from 405), the method may include
beginning a different potentially conflicting action, which
may include incrementing the version number associated
with the table and/or its lock (as in 417), and copying the new
value into the node for the specified key (as in 419). After
copying the new value into the node, the method may include
ending the potentially conflicting action, which may include
incrementing the version number associated with the table
and/or its lock (as in 421), and completing the execution of the
critical section using hardware transactional memory (as in
415). Note that in some embodiments, a Remove method may
execute using hardware transactional memory, and (if so)
may also increment the version number twice.

FIG. 4B illustrates a copy operation that employs either
hardware transactional memory or a SWOPT path to execute
a critical section of code containing two different operations
that could potentially conflict with the actions of a corre-
sponding mutating operation. For example, a conflict may
arise when attempting to perform the copy operation (which
may employ a Get method, such as that described above, to
search for and/or read a key-value pair in a table) optimisti-
cally (e.g., in SWOPT mode) while an Insert operation (or a
Remove operation) is in progress and is using hardware trans-
actional memory. In this example, it is assumed that at least
one lock elision mechanism is available for the critical section
(e.g., HTM or a SWOPT path) and that the system supports
the integration of these two techniques (when available). It is
also assumed that there is a preference to avoid having to
acquire the lock associated with the table, but that the lock
may be taken as a last resort if one or more attempts to execute
the critical section using HTM or a SWOPT path are unsuc-
cessful. As illustrated at 402, in this example, the method may
be invoked in order to copy a key-value pair from the table if
the key is present in the table, and may begin an attempt to
execute a critical section, while specifying whether HTM
and/or a SWOPT path is available. As illustrated in this
example, if there is not a SWOPT path available (implying
that only HTM is available, shown as the negative exit from
404), the method may include calling a method for copying
the key-value pair, while specifying that this copy operation
should be performed in HTM mode (as in 406), and attempt-
ing to copy the key-value pair from the table to a specified
memory location using hardware transactional memory (as in
408).

If the attempt to copy the key-value pair from the table to
the specified memory location using hardware transactional
memory is successful (shown as the positive exit from 410),
the method may include returning an indication of success to
the caller of the copy function (e.g., a value of “true”), as in
416. However, if the attempt to copy the key-value pair from
the table to the specified memory location using hardware
transactional memory is not successful (shown as the negative
exit from 410), the method may include retrying the attempt
using hardware transactional memory, invoking a method to
copy the key-value pair specifying that the attempt should be
retried in SWOPT mode, or resorting to acquiring the lock for
the table in order to perform the copy operation, according to
an applicable retry limit and/or policy, as in 412. (Note that
the details of such a retry attempt or lock acquisition are not
shown in FIG. 4B).

As illustrated in this example, if a SWOPT path is avail-
able, or if both lock elision mechanisms are available (shown
as the positive exit from 404), the method may include invok-
ing a method to determine the execution mode to be employed
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in an attempt to copy the specified key-value pair from the
table, and calling a method for copying key-value pair, speci-
fying the determined execution mode (e.g., HIM mode or
SWOPT mode), as in 418. If HTM mode is specified (shown
as the positive exit from 420), the method may continue as in
the case that only an HTM mode (and not a SWOPT mode) is
available, beginning at element 408. However, if HTM mode
is not specified (e.g., if it is determined that an alternative
SWOPT path should be executed in the attempt to copy the
specified key-value pair from the table or that HTM is not
available, shown as the negative exit from 420), the method
may include invoking a method to determine the version
number associated with the table and/or its lock, once it is
even (as in 422). For example, in some embodiments, the
method may include waiting for the version number to be
even before returning, indicating that there are not any poten-
tially conflicting operations (e.g., the Insert method illus-
trated in 4A, a corresponding Remove method, or any mutat-
ing operation that conflicts with the copy operation) currently
being executed in HTM mode, or that any such operations
have been completed.

As illustrated in this example, if (or once) there are no
potentially conflicting operations being executed in HTM
mode, the method may include searching for the specified
key-value pair in the table and, if found, reading value from
the specified key-value pair (e.g., using a Get method, such as
that described herein), while determining whether the version
number has changed (as in 424). If the version number has
changed since it was determined at element 422 (shown as the
positive exit from 426), this indicates a validation failure. In
other words, a result value of “false” may be generated by a
validation check of the copy operation if the version number
was incremented by another operation executing using hard-
ware transactional memory (e.g., the Insert method illustrated
in 4A, a corresponding Remove method, or any mutating
operation that conflicts with the copy operation) since its
value was determined at element 422. In the case of such a
validation failure, which could be detected during the search
or while reading, the result of the search (even if it returns
“false”, indicating that the specified key-value pair was not
found) and the copied value (if the specified key-value pair
was found) cannot be relied upon, as they may be incorrect
due to inconsistent reads. In this case, the method may include
retrying the attempt using hardware transactional memory,
invoking a method to copy the key-value pair specifying that
the attempt should be retried in SWOPT mode, or resorting to
acquiring the lock for the table in order to perform the copy
operation, according to an applicable retry limit and/or policy,
as in 412. (Again note that the details of such a retry attempt
or lock acquisition are not shown in FIG. 4B).

Asillustrated in this example, if the version number has not
changed since it was determined at element 422 (shown as the
negative exit from 426) but the specified key is not present in
table (shown as the negative exit from 428), the method may
include returning an indication of a failure to locate the speci-
fied key-value pair (e.g., a value of “false”) to the caller of the
copy function, as in 414. In this case, the fact that the version
number has not changed since it was determined at element
422 (shown as the negative exit from 426) may indicate that
no potentially conflicting operation has been performed in the
meantime. If the version number has not changed since it was
determined at element 422 (shown as the negative exit from
426) and the specified key is present in table (shown as the
positive exit from 428), the method may include storing the
value that was read (as in 430), and returning an indication of
success (e.g., a value of “true”) to the caller of the copy
operation, as in 416.
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As described above, using a SWOPT path for a Get opera-
tion may typically be effective because a Get operation never
modifies any shared data and therefore never causes a conflict
for concurrent operations. Some operations cause conflicts in
some cases, but not in others. For example, the Remove
method described above may cause conflicts only if the speci-
fied key is not in the hash table. This suggests that, in some
embodiments, it might sometimes be profitable to allow a
critical section to be executed in SWOPT mode only in some
cases, as determined at runtime. Example methods for achiev-
ing this are described below, according to different embodi-
ments.

In some embodiments, if the non-conflicting case is
expected to be common, then the “self-abort” idiom may be
used to execute in SWOPT mode until and unless a poten-
tially conflicting case arises (e.g., until a conflicting region is
encountered). In that case, the critical section may be retried,
this time indicating that a SWOPT path is not available (or
that it should not be used), so that in the subsequent attempt,
a non-optimistic option will be chosen. Relying on a self-
abort may be relatively simple and convenient, but may pro-
vide less benefit when conflicting operations become more
common. This case is described next.

As previously noted, while searching for the specified key,
Insert and Remove perform no actions that would interfere
with SWOPT paths. Therefore, a SWOPT path may be pro-
vided for the first parts of these methods, as well. Note how-
ever, that when these methods perform an action that inter-
feres with other SWOPT executions, those actions cannot be
done in SWOPT mode. In some embodiments, a nested criti-
cal section that has no SWOPT paths may be used to perform
such actions.

To achieve this, in a manner similar to the optimistic Get
method discussed above, a BEGIN_CS_EXTENDED macro
may be used to begin the critical section, while indicating that
it has a SWOPT path, and (when executed in this mode) the
version number may be used to detect any potential conflicts
that arise during the search. If no conflict occurs during the
search, a conflicting action is likely to be performed by the
latter portions of these methods, in most cases, as described
above. These conflicting actions may have side effects that
affect concurrent operations, and therefore cannot be per-
formed in SWOPT mode. In some embodiments, the conflict-
ing code section may instead be protected by the lock, in this
case.

In some embodiments, this may be achieved via a short
critical section that is introduced using the BEGIN_CS macro
or one of its variants that indicates that a SWOPT path is not
available. Some care may be required due to the possibility of
the SWOPT execution being invalidated before or during the
lock acquisition by the nested critical section (or before it is
read in the case of TLE). Therefore, in some embodiments,
after acquiring the lock or beginning the hardware transac-
tion, the nested critical section may first determine whether a
conflict has occurred (e.g., by again validating the current
version number). If a conflict is detected, the shorter critical
section may be ended without performing the conflicting
action, and the entire operation may be retried (after reporting
the SWOPT failure to the library).

Note that, while additional code can be executed in the
outer SWOPT critical section after the short critical section is
completed, in general code that might be invalidated by con-
current operations should be avoided. This is because the
short critical section has already been executed and its effects
may have been observed by other processes or threads. There-
fore, retrying in SWOPT mode after this point is generally
undesirable.
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Note that the above-described technique to allow non-
conflicting parts of larger critical sections to be executed in
SWOPT mode introduces nesting (or more specifically, a type
of nesting in which a short critical section containing a con-
flicting region is nested within a larger critical section). In
some embodiments, the ALE library may provide limited
nesting support for this purpose, as described below.
Statistics and Profiling Information

In various embodiments, the ALE libraries described
herein may collect various statistics and profiling information
about ALE-enabled locks and critical sections. This may
include how often each ALE-enabled critical section was
executed, how many times each method (TLE, SWOPT, or
acquiring the lock) was attempted and/or was successful, how
much time was spent using each method, etc. Techniques for
efficiently recording this information are described later.

The information collected by the library may be useful for
several reasons. For example, collecting this information may
provide input for adaptive policies that make effective
choices about which methods to try and when, taking into
account dynamic information about application behavior for
the current workload and platform.

In some embodiments, the ALE library may produce a
report that summarizes the collected information for each
ALE-enabled lock, and may break this information out for
each ALE-enabled critical section associated with the lock.
Such a report may be helpful in improving ALE by experi-
menting with different policies, different workloads, and dif-
ferent granularities at which statistics are collected (e.g., via
the use of different contexts), as described below. It may also
be useful in its own right to identify the most frequently
accessed locks and/or critical sections. For example, by
enabling critical sections to use the ALE library (even with
the TLE mode disabled and with no optimistic alternatives
implemented, or when not using TLE nor SWOPT, if avail-
able), the resulting report may be used to identify promising
candidates for which an optimistic alternative may be added.
Using the Same Critical Section in Different Contexts

As previously noted, the statistics collected by the ALE
library may be used to analyze the behavior of an application
and/or to guide the behavior of adaptive lock elision policies.
Note thatin some embodiments, the ALE library may provide
the programmer with the option to choose the granularity at
which decisions are being made, which may include specify-
ing the granularity of the statistics that are being collected.
Note also that different executions of a given source-level
critical section may use different locks, and may be executed
in different “contexts” (as described below). In some cases,
these factors may affect the best choice of execution mode for
the critical section. Therefore, in some embodiments, the
ALE library may collect information on a per-lock and/or
per-critical section basis. For example, the library may collect
statistics and profiling information at the granularity of <lock,
context> pairs.

In general, each critical section integrated with the ALE
library (e.g., using a library macro such as BEGIN_CS)
defines a scope. As noted above, the ALE library may provide
the programmer with the option to choose the granularity at
which decisions about execution modes are being made. In
some embodiments, this may include providing a mechanism
for making decisions about whether to execute a critical sec-
tion (or a portion of a critical section) in a Lock mode, an
HTM mode, or a SWOPT mode in a scope other than that of
the critical section as a whole. In other words, rather than a
thread’s context always being determined by the ALE-en-
abled critical sections within which it is executing, program-
mers may explicitly create additional scopes within their
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code, allowing the library to collect and/or apply statistics and
profiling information at even finer granularity.

The ability to create or define additional scopes or contexts
with ALE-enabled critical sections for which execution mode
decisions are made may be especially important when mov-
ing from one application or benchmark to another. For
example, a programmer who is familiar with the benchmark
or application may wish to make the execution mode decision
for one execution path differently than the way the execution
mode decision is made for another execution path, and may
separate the two paths into two different contexts. In some
embodiments, the programmer may be able to specity, in the
code, that a particular portion of the code (e.g., on one path)
is one context and that another portion of the code (e.g., on
another path) is in another context (e.g., by defining different
scopes at each path). This may lead to better execution mode
choices and better overall performance for the benchmark or
application based on the programmer’s knowledge of the
code.

In some embodiments, if the programmer knows that there
are two or more different behaviors for the same critical
section code, and the programmer can predict the behavior
based on a condition that can be tested in the code (e.g., based
on the value of a particular variable), the programmer may
separate those cases and make execution mode decisions for
those cases differently (e.g., using collected profiling infor-
mation that is specific to those cases and/or using different
heuristics when determining the best execution modes at runt-
ime). For example, if the programmer knows that when the
value of a particular variable is zero, execution in SWOPT
mode is very likely to succeed, but when the value of that
variable is one, it is almost impossible for execution in
SWOPT mode to succeed, the programmer may be able to
express this in the code. In this example, even if the library
cannot determine this bias with a single set of statistics for all
executions of the critical section, the programmer may be
able to express that the statistics for the critical section should
be collected separately (and in some cases differently) for
each case depending on the value of that variable, and execu-
tion mode decisions for that critical section may be made
differently because the statistics were separated.

An example of the use of this ability to explicitly create
additional scopes is described below. This example uses the
C++ “scoped locking” idiom. A scoped lock is a class that
encapsulates a lock whose constructor and destructor are
responsible for acquiring and releasing the lock, respectively.
Enabling critical sections introduced in this way for ALE may
involve the use of the BEGIN_CS and END_CS macros (or
variants thereof) within the constructor and destructor. Thus,
regardless of the context in which the scoped lock is declared,
there may only be a single critical section at the source level.
This may imply a single set of statistics for all acquisitions of
each lock used this way, and thus no ability for policies to
specialize behavior for (effectively) different critical sec-
tions. In other words, without modification, a scoped lock has
only a single scope and (effectively) a single context.

This problem may be addressed by extending the library to
allow the programmer to explicitly declare additional scopes
(thus identifying new contexts), and by providing variants of
the BEGIN_CS macro that execute the critical section within
the current context (the one most recently begun but not yet
ended).

As previously noted, each critical section integrated with
the ALE library using the library macro BEGIN_CS defines a
scope. In some embodiments, a thread’s context may be rep-
resented as an initially-empty sequence of scopes. When a
thread begins execution of a critical section, its scope may be
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added to the thread’s context. When the critical section is
completed, the scope may be removed from the thread’s
context. In the case of scoped locking, this may be imple-
mented as in the following example pseudocode:

}
END SCOPE( );

1 void foo( ) {

2

3 BEGIN_SCOPE(“f00.CS1”);
4

5 ScopedLock(&myLock);
6 // CS body

7

8

9

In this example, the BEGIN_SCOPE macro introduces a
new scope having the label “foo.CS1”, and the constructor of
ScopedLock uses a variant of the BEGIN_CS macro that uses
the current context. The result is that the critical section that
begins in the constructor of ScopedLock will execute in dif-
ferent contexts depending on where the constructor is called
from, allowing the library to distinguish the different cases.
Note that a context may be thought of as consisting of a chain
of'scopes. In the example pseudocode above, a scope is added
before beginning the critical section, which therefore affects
the context (implying a context with a different context iden-
tifier). The additional scope that is based on the call to
BEGIN_CS may be added or removed, in which case the
context will be the concatenation of that scope with the exter-
nal scope implied by the BEGIN_SCOPE/END_SCOPE
pair. As illustrated in this example, different instantiations of
the scoped lock in different scopes may lead to different
contexts, and thus different statistics.

In some embodiments, statistics may be maintained per
context, rather than (or in addition to) per critical section. In
such embodiments, even though the scoped lock has only a
single critical section at the source level, statistics may be
associated with the context within which the constructor is
called, so that policies can collect and use separate statistics
per context. For example, for a given <lock, context> pair, the
library may record statistics such as: how often a critical
section was executed using this lock in this particular context;
how many times each method (TLE, optimistic SWOPT, or
acquiring the lock) was attempted and/or was successful; how
much time was spent using each method, and/or other infor-
mation about the execution of the critical section in this
particular context.

Another way to use different contexts for the same critical
section allows for cases in which a programmer expects that
different decisions may be best for different cases, as in the
following example pseudocode:

1 if (<condition>)

2 BEGIN_CS_NAMED(&MyLockAPI, &tblLock,
3 md_tblLock, “condition is true™)

4 else

5 BEGIN_CS_NAMED(&MyLockAPI, &tblLock,
6 md_tblLock, “condition is false™)
7

8

9

0

<CS body>

END_CS(&MyLockAPI, &tblLock, md_tblLock)

In this example, the code creates a separate context (and
thus collects separate statistics) for the two calls to
BEGIN_CS_NAMED. In other words, the execution of this
code results in associating a different scope, and thus a sepa-
rate context and statistics, with each call to BEGIN_CS_
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NAMED, allowing the library to adapt differently depending
on whether the condition holds. In some embodiments, the
descriptive labels provided to the BEGIN_CS_NAMED
macro describe the scope, and may be used by the library
when generating reports, to improve the readability of the
reports, as compared to reports generated using default labels
based on file names and line numbers.

Library Implementation

In some embodiments, the ALE library separates common,
policy-independent functionality from the functionality of
one or more separate pluggable policies. The ALE macros
described in the previous section (which may also be invoked
through the ALE library’s API) may be expanded to call
policy-independent code, and to communicate with the policy
via an interface that each policy implements. In general, each
policy may define the metadata that is associated with each
lock and each context, and may provide methods for manag-
ing this metadata, as well as for deciding which mode to use
when executing critical sections. The basic functionality of
the library is described below, followed by an illustration of
an example approach to nesting. Several example policies are
also described below, including a static one based on fixed
parameters, and adaptive ones that choose execution modes
and retry parameters based on observed runtime behavior.

Invarious embodiments, with assistance from the policy as
described below, the policy-independent code may have one
or more of the following responsibilities:

Maintaining metadata for locks, <lock, context> pairs, and
associations between locks, contexts and their respec-
tive metadata.

Notifying the policy of various events (as described
below).

Selecting or determining critical sections’ execution
modes.

Executing appropriate code to begin and end critical sec-
tions, based on the selected mode.

Recording and managing threads’ contexts (e.g.,
sequences of scopes) and ensuring correct nesting
semantics.

In some embodiments, and under certain circumstances,
the library may call the policy (e.g., via the policy interface)
for assistance with these responsibilities. For example, each
ALE-enabled lock has associated metadata, and each ALE-
enabled critical section has metadata that identifies its asso-
ciated scope. Each is allocated and initialized once. For
example, the first time a context is used, the library may call
policy-provided functions to allocate and initialize the policy-
specific metadata (called a “granule”) for that <lock, context>
pair, and record it for efficient subsequent lookup. More spe-
cifically, when execution of a critical section is attempted for
the first time by any thread in a given context with a given
lock, the library may associate the policy-specific metadata
with the context by defining a static variable at the first line of
the context, and making it point to the newly allocated context
metadata.

In some embodiments, the library may call policy-specific
functions to notify the policy of various events, such as begin-
ning or ending a critical section, or failing an attempt to
execute a critical section using hardware transactional
memory or a SWOPT path, providing input to guide the
policy’s decisions. This may allow the policy to record infor-
mation to help guide its decisions about the mode in which a
critical section should be executed.

As noted above, in some embodiments, each time execu-
tion of a critical section is attempted, the library may deter-
mine the mode in which it should be executed (e.g., HTM
mode, SWOPT mode, or Lock mode), and may execute
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appropriate critical section preamble code accordingly. For
example, before beginning a critical section, the library may
call a policy-specific function that determines whether the
critical section should be executed with the lock held, using
TLE (exploiting available HTM), or using a SWOPT path.
The policy may use the metadata associated with the current
lock and/or context to guide its decision. In some cases,
however, the library instead may determine the mode based
on the mode of the enclosing critical section in order to ensure
correct nesting semantics, as described below.

In some embodiments, having determined the mode in
which a critical section will be executed, the library may
execute appropriate preamble code to begin executing the
critical section in the determined mode. For example, in the
case that the decision is that the critical section is to be
executed in Lock mode, the preamble code may acquire the
lock. For execution in HTM mode, the preamble code may
begin a hardware transaction, and then check that the lock
associated with the critical section is not held (e.g., using the
is_locked function provided by the lock’s API). In this mode,
executing the preamble code may include aborting the trans-
action and retrying (possibly in a different mode) ifthe lock is
held, and returning to user code to execute the critical section
otherwise. For execution in SWOPT mode, the library may
return to user code without accessing the lock. In all of these
cases, the library may record the execution mode, allowing
user code to determine whether it is executing in SWOPT
mode, as described herein, thus supporting implementation of
the GET_EXEC_MODE macro described herein.

As noted above, in some embodiments, the policy may
provide assistance for many of these responsibilities. For
example, the policy may define the structure of metadata for
locks and granules, and may provide methods for allocating
and initializing them and for updating them in response to
various events reported by the library, such as beginning or
ending a critical section, or failing an attempt to execute a
critical section in HTM or SWOPT mode. As previously
noted, the library may also consult the policy to choose a
mode for each critical section execution attempt. In some
embodiments and/or in some cases, the library may constrain
the available mode choices in order to maintain correct nest-
ing semantics, as discussed below. The policy may base its
decisions on information recorded in the relevant granule
about the previous behavior of critical sections using the same
lock(s) in the same context(s).

One embodiment of a method for determining the context
in which a critical section is encountered is illustrated by the
flow diagram in FIG. 5. Note that in various embodiments,
this determination may be performed automatically or semi-
automatically (e.g., with some programmer intervention to
define contexts). As illustrated at 510, in this example, the
method may include encountering a critical section in execut-
ing code that is associated with a lock. If the code itself
includes any indication of the current context (e.g., through
the use of instrumentation or any other explicit or conditional
indication of scope or context), shown as the positive exit
from 520, the method may include determining a particular
one of several static and/or adaptive policies to be applied in
selecting one of multiple integrated mechanisms for execut-
ing the critical section based on the determined context char-
acteristics (as in 570). For example, in some embodiments,
the programmer of the executing application may have
included an explicit or conditional indication of the context
that is sufficient for use in determining a policy for selecting
a mode in which to execute the critical section (e.g., an indi-
cation of whether HTM support and/or a SWOPT path is
available, or a condition under which a SWOPT path should
be executed). The method may also include selecting one of

10

30

35

45

50

32

the available mechanisms for executing the critical section,
based on the determined policy, as in 580.

If the code does not indicate the current context (shown as
negative exit from 520), i.e., absent any explicit or conditional
indication of context in the code, the method may include
determining the context based on one or more other factors,
such as any of the context characteristics described herein
and/or other context characteristics. In some embodiments,
the method may include determining the environment/plat-
form in which code is running (as in 530) and/or determining
whether HTM support is available and capable of executing
the critical section (as in 540). For example, if HTM support
is available, and ifis it suitable for execution of the code in the
critical section, it may be used to execute the critical section
using TLE. Note, however, that some instructions or code
sequences (e.g., those involving input/output operations) are
not suitable for execution using HTM (e.g., because they
cannot be rolled back in the case of a failure). Similarly, the
method may include determining whether an optimistic alter-
native path (a SWOPT path) is available for executing the
critical section (as in 550). In some embodiments, the method
may include determining whether any optimistic alternative
paths are currently executing (as in 560). For example, the
method may include determining whether an optimistic alter-
native code path is currently being used to execute another
critical section that is protected by same lock.

As illustrated in this example, after determining the context
in which the critical section was encountered and/or various
characteristics thereof, the method may include determining
aparticular static or adaptive policy to be applied in selecting
one of multiple integrated synchronization mechanisms
(which may include multiple integrated lock elision mecha-
nisms) for executing the critical section based on the deter-
mined context characteristics (as in 570). The method may
also include selecting one of the mechanisms (e.g., Lock
mode, HTM mode, or SWOPT mode) for executing the criti-
cal section based on the determined policy (as in 580).
Nesting

As previously noted, in some embodiments, nesting may
beused to improve performance by minimizing the part ofthe
critical section that must be protected by the lock. In some
embodiments, the ability to nest ALE-enabled critical sec-
tions may be useful in that it is likely to arise as a natural
consequence of modularity, especially in applications that
use fine-grained locking. In various embodiments, different
combinations of nested critical sections may be supported for
this purpose, as described below.

Some embodiments may require ALE-enabled acquisi-
tion-release pairs to be properly nested. In such embodi-
ments, when a lock is released at the end of or within an
ALE-enabled critical section, it must be the most recently
acquired lock that has not since been released, otherwise, a
runtime error may be reported. In some cases, this require-
ment may be an outcome of a design choice, whereby per-
thread stacks of frames are used to record information asso-
ciated with the critical section executed at each nesting level,
including the lock accessed and its associated metadata, the
relevant granule, and information about the current mode and
execution attempt. In some embodiments, each process or
thread may maintain a stack that holds references to the
metadata associated with the critical section executed at each
nesting level. For example, for each critical section execution,
a frame may be pushed onto the thread’s stack before the first
execution attempt, and this frame may be removed after suc-
cessful completion.

In some embodiments, BEGIN_CONTEXT* macros and/
or BEGIN_CS* macros (except BEGIN_CS_IN_EXIS-
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TING_CONTEXT) may typically push a record identifying
the context onto the stack, initialized to identify the appropri-
ate context and lock metadata. Similarly, the END_CON-
TEXT* and/or END_CS* macros may remove the topmost
stack frame. In other embodiments, the BEGIN_CS* and
END_CS* macros may handle the pushing and popping, if
necessary, and the BEGIN_SCOPE and END_SCOPE mac-
ros described above may help determine the context (other-
wise the context may be a single scope determined by the
location of the BEGIN_CS* macro). Note that, in some
embodiments (for reasons explained later), a new frame may
not be pushed onto the stack when these macros are called
within a critical section that is being executed using hardware
transactional memory, i.e., for a critical section that is nested
within another critical section that is executing in HTM
mode.

In some embodiments, when a critical section is subse-
quently started within the current context, the record on the
top of the stack may be updated to identify the specified lock.
Recall that the BEGIN_CS macro described herein may
implicitly define a new context. Thus it may combine the
steps of adding a record to the stack and associating it with the
lock.

In some embodiments, the library may then determine the
mode in which execution of the critical section will be
attempted. This decision may be affected by the availability
of HTM and/or a SWOPT path, and/or by the decision made
by the policy. In some embodiments, the library may also
consider whether the critical section is nested within another
ALE-enabled critical section, and if so, the mode in which the
enclosing critical section is running.

Based on which nesting cases are believed likely to be most
common and beneficial, pragmatic choices may be made
about which cases to support and which cases are difficult to
support or are likely to impose significant overhead. For
example, if a critical section is not nested within another
ALE-enabled critical section, then the eligible modes for
executing the critical section may be determined by the avail-
ability of HTM and/or ofa SWOPT path (unless the program-
mer explicitly prohibits one or both). For a nested critical
section attempt, the library may further restrict the choice of
modes, in some cases.

In some embodiments, if a critical section (nested or not) is
executed using hardware transactional memory, all critical
sections nested within it may also be executed using the same
hardware transaction, while checking that their associated
locks are not held. In such embodiments, if a macro that
begins such a nested critical section indicates that HTM
should not be used for that critical section, the hardware
transaction may be aborted. This is because committing a
transaction for an enclosing critical section in order to begin
a nested critical section in another mode would likely violate
the atomicity of the enclosing critical section. In this case, no
contexts are pushed onto the stack for such nested critical
sections, and the library may not notify the policy of events
related to them. In other words, a frame may be pushed onto
the stack only for the outermost critical section executed in
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HTM mode. In some embodiments, this approach may mini-
mize the duration of the transaction, as well as reduce the
amount of data written within the transaction.

As described above, a critical section may be nested within
another critical section associated with the same lock. (This
may require a reentrant lock to be used, in some embodi-
ments.) In this case, if the enclosing critical section has
acquired the lock, and the library decides to execute the
nested critical section using a hardware transaction, the hard-
ware transaction may abort unnecessarily (e.g., because it
will see that the lock is held). This may not affect correctness,
but may impact performance by causing the nested critical
section to be retried. To avoid this, at least in case in which the
nested critical section is associated with the same lock as the
immediately enclosing critical section, the library may avoid
the abort by observing that the lock is already held by this
process or thread, and may therefore elide the check to ensure
that the lock is not held by another process or thread.

In some embodiments, the library will never choose to
execute a nested critical section using its SWOPT path if the
lock associated with the critical section is already held by the
same process or thread due to an enclosing critical section
protected by the same lock. In other words, if a thread already
holds the lock accessed by a nested critical section, a SWOPT
path may not be used even if one is available. This is because
there may be no benefit to doing so, and allowing this case
may complicate the library. In this case, HIM mode may be
chosen. However, to avoid an unnecessary abort, the library
may not check whether the lock is held, in this case.

In some embodiments, SWOPT mode may not be eligible
if the thread is already executing in SWOPT mode for an
enclosing critical section associated with a different lock.
This may not imply that programmers cannot nest SWOPT-
capable critical sections (e.g., nesting critical sections with
SWOPT paths within others), but only that, in some embodi-
ments, the library may not choose SWOPT mode for the
nested critical section in this case. In such embodiments, the
library may execute a nested critical section using either
HTM or by acquiring the lock, if' it is executing an enclosing
critical section (associated with a different lock) in SWOPT
mode. In other words, in some embodiments, the library may
choose to execute a nested critical section in SWOPT mode
only if it is not already in SWOPT mode, or if it is in SWOPT
mode but the enclosing SWOPT path is associated with the
same lock as the nested one.

The following table (Table 1) summarizes the methods that
a policy may be allowed to choose, in one embodiment, for
execution of a nested critical associated with a lock L, as a
function of the execution methods allowed by the nested
critical section (CS), and the execution methods chosen for
critical section(s) in which it is nested. In this example, the
conditions on the left column are not mutually exclusive, but
they are evaluated in the order they are presented (from top to
bottom). Thus, if a condition at a certain row holds, the rules
specified at that row are in effect, regardless of whether or not
the conditions on lower rows also hold.

TABLE 1

Allowed methods in a nested CS associated with lock L.

HTM &
Status of external SWOPT SWOPT &
CS execution & Lock HTM & Lock Lock Lock only
An external CS Execute the nested CS using Abort the hardware

is executed using

HTM (using the same transaction that is
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Allowed methods in a nested CS associated with lock L

HTM &
Status of external SWOPT SWOPT &
CS execution & Lock HTM & Lock Lock

Lock only

HTM (i.e., the hardware transaction that executing the external CS
thread is executes the external CS).

currently Abort the hardware

executing inside transaction if L is held by

a hardware another thread.

transaction)

An external CS
that is associated

Execute the nested CS by
either HTM or by acquiring

Execute the nested CS by
acquiring L (i.e., avoid

with L is L (i.e., avoid using using SWOPT mode even
executed using SWOPT even if it is allowed). if it is allowed).

the lock (i.e., the If using HTM, avoid Note that L must

thread is currently  aborting the hardware support reentrance
holding L). transaction due to the lock (programmer

being held (because it is

being held by the same thread).
If acquiring the lock, note

that L must support

reentrance (programmer
responsibility).

Execute the nested CS using any of the allowed
methods except for SWOPT mode

responsibility).

An external CS
that is associated
with a lock L2
different than L
is executed
using SWOPT
All other cases

Execute the nested CS using any one of the allowed methods.

One embodiment of a method for implementing adaptive
lock elision for executing critical sections that may be nested
is illustrated by the flow diagram in FIG. 6. As illustrated at
610, in this example, the method may include a process or
thread beginning execution of code and encountering a criti-
calsectioninthe code (e.g., one thatis associated with alock),
as in 620. If the process or thread is not already executing in
SWOPT mode (buta SWOPT path is available for the critical
section), the method may include executing the newly
encountered critical section optimistically (e.g., in SWOPT
mode) or using another available mode (e.g., Lock mode or
HTM mode). Similarly, if the process or thread is not already
executing in SWOPT mode because a SWOPT path is not
available for the critical section, the method may include
executing the newly encountered critical section using
another available mode (e.g., Lock mode or HTM mode).
This is illustrated in FIG. 6 by the path from the negative exit
01630 to 660. Note that the execution of the critical section in
SWOPT mode may succeed or may fail, after which it may be
retried in SWOPT mode or in a different execution mode (not
shown).

Similarly, if the process or thread is already executing
optimistically (e.g., if an enclosing critical section is execut-
ing in SWOPT mode) and the enclosing critical section is
associated with the same lock as the one associated with the
newly encountered critical section, the method may include
executing the newly encountered critical section optimisti-
cally (e.g., in SWOPT mode) or in another available mode.
This is illustrated in FIG. 6 by the path from the positive exit
01630 to 640 and from the positive exit of 640 to 660. Again,
the execution of the critical section in SWOPT mode may
succeed or may fail, after which it may be retried in SWOPT
mode or in a different execution mode (not shown). Other-
wise (e.g., if the thread was already executing in SWOPT
mode, but the enclosing critical section is associated with a
different lock), the method may include executing the critical
section using hardware transactional memory or by acquiring
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the lock for the critical section (as in 650). In other words, in
this case, the critical section may be executed using any
available mode except SWOPT mode. Here again, the execu-
tion of the critical section may succeed or may fail, after
which it may be retried in the same execution mode or in a
different execution mode (not shown).

As illustrated in this example, in some embodiments the
library may choose to execute a critical section optimistically
only if it is not already executing optimistically, or if it is
executing optimistically but the enclosing optimistic critical
section is associated with the same lock as the nested one.
Grouping

As described herein, a SWOPT path for a critical section
may only execute successfully as long as no other process or
thread is holding the lock associated with the critical section
and as long as no other process or thread performs a conflict-
ing operation. However, once a concurrent process or thread
acquires the lock, performs a mutating operation, and releases
the lock, the SWOPT execution may fail (e.g., in response to
determining that the version number for the lock has
changed). In some cases, it may be possible to get into a
situation in which there is a type of starvation, leading to a
cascading effect. For example, there may be one SWOPT
execution that keeps retrying (and failing) while other pro-
cesses or threads are waiting to acquire the lock. In this case,
all of the threads attempting to execute the critical section (in
various execution modes) may fall from one option to the next
option (e.g., from SWOPT mode to HTM mode and/or from
HTM mode to Lock mode) because the processes or thread
executing using the next option cause them to fail. In some
embodiments, this cascading effect may be prevented or
avoided by allowing some executions to be performed in
parallel without significantly delaying the processes or thread
that wish to acquire the lock.

For example, in some embodiments in which both HTM
support and SWOPT paths are available, multiple processes
or threads that wish to execute a critical section in HTM mode
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may be able to run in parallel as long as no SWOPT paths
associated with the same lock(s) are running. In some such
embodiments, the library may be configured to delay the
execution of SWOPT paths in order to allow some or all of the
HTM mode executions to run (in parallel). After allowing
multiple HTM mode executions to run, the library may be
configured to allow some or all of the SWOPT paths to
execute (in parallel), after which multiple processes or
threads that wish to acquire the lock(s) may be allowed to run
(one at a time). In some embodiments, the library may be
configured to create groups of processes or threads that would
like to run in a particular mode, and to execute them in parallel
with each other, while briefly holding off any other executions
that might cause them to fail (e.g., due to a conflict caused by
accessing a critical section or resource protected by the same
lock). Note that in some embodiments, only the execution of
processes or threads that are attempting to acquire a particular
lock (a lock that is being elided using another execution
technique) may be delayed while a group of non-conflicting
HTM executions and/or SWOPT paths are being allowed to
run in parallel. In other words, in some embodiments, perfor-
mance improvements due to parallelism may be achieved by
grouping together processes or threads that wish to run in a
mode in which multiple such processes or threads can execute
in parallel (e.g., using the same lock elision technique or
using different techniques to execute critical sections that
cannot cause a conflict with any other processes or threads in
the group), and allowing all of the processes or threads in the
group to run before allowing other processes or threads (e.g.,
processes or threads that are using a different technique and/
or processes or threads that could cause one of the members of
the group to fail) to run. One example of such a grouping
mechanism is described below.

Recall that in some embodiments, a SWOPT path can be
caused to retry only if a critical section protected by the same
lock executes a conflicting region (implying that the latter is
executed either using TLE, i.e., in HITM mode, or in Lock
mode, i.e., with the lock held). Thus, if such critical section
executions for that lock are temporarily prevented from
executing, then all SWOPT paths for critical sections associ-
ated with the same lock can execute in parallel without inter-
ference (i.e., without encountering conflicts). In some
embodiments, a concurrency control technique may be
employed that attempts to group concurrent executions of
SWOPT paths associated with the same lock together. This
grouping mechanism may attempt to run executions of
SWOPT paths associated with the same lock concurrently,
while delaying the execution of critical sections that might
conflict with them.

In some embodiments (and for most cases), this approach
may be sufficient to guarantee that any critical section for
which a SWOPT path is available can always complete with-
out acquiring the lock. However, this may not be guaranteed
in some complex nesting cases (e.g., in some cases involving
the nesting of critical sections that are associated with mul-
tiple different locks). Therefore, in some embodiments,
SWOPT paths may still be attempted a pre-determined maxi-
mum (bounded) number of times, ensuring that (rare) live-
lock scenarios do not persist indefinitely.

In some embodiments, the grouping mechanism may use a
scalable non-zero indicator (SNZI) to track whether any
threads executing SWOPT are retrying. If so, executions that
potentially conflict with those SWOPT executions may wait
for the SNZI to indicate that all such SWOPT executions have
completed. For example, a process or thread that fails its first
SWOPT trial may arrive at a per-lock SNZI before retying
that path, indicating to potentially-conflicting critical sec-
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tions that they should wait until all SWOPT executions asso-
ciated with that lock have completed (as indicated by depart-
ing from the SNZI). Executions that potentially conflict with
concurrent SWOPT executions may check the SNZIto deter-
mine if any SWOPT executions have arrived at the SNZI, and
if so, may wait for the SNZI to indicate that all such SWOPT
executions have departed. In some embodiments, concur-
rency may be increased by respecting the SNZI probabilisti-
cally (i.e., with some probability), because potentially-con-
flicting critical sections can continue executing after a
SWOPT path arrives at the SNZI, but will eventually defer to
this SWOPT execution and any others that may have started
retrying in the meantime. In some embodiments, the grouping
mechanisms described herein may significantly improve per-
formance, in certain cases, e.g., when SWOPT executions
retry multiple times.

One embodiment of a method for implementing the group-
ing of critical sections for execution using the same lock
elision mechanisms when multiple lock elision mechanisms
are available is illustrated by the flow diagrams in FIGS. 7A
and 7B. More specifically, FIG. 7A illustrates the execution of
a critical section in a SWOPT mode while indicating to other
processes or threads that a critical section is failing to execute
in SWOPT mode, and FIG. 7B illustrates that a process or
thread encountering a critical section to be executed using
hardware transactional memory waits for any threads that are
currently attempting to execute critical sections in SWOPT
mode to complete those attempts before executing the critical
section in HTM mode. As illustrated at 701 in FIG. 7A, the
method may include beginning to execute code of an instru-
mented application (e.g., one that has been instrumented to
take advantage of at least some of the lock elision techniques
described herein). In response to encountering a critical sec-
tion in the code that is associated with a lock and for which a
SWOPT path is available (as in 703), the method may include
attempting to execute the critical section in SWOPT mode (as
in 705). For example, the method may include determining
the context for the critical section, determining a policy to be
applied when selecting a mode in which to execute the critical
section in that context, and (according to the applied policy)
selecting an optimistic alternative path (a SWOPT path) to be
used in executing the critical section (not shown).

As illustrated in this example, if the first attempt to execute
the critical section in SWOPT mode is successtul (shown as
the positive exit from 707), the method may include continu-
ing to execute the instrumented application (as in 717). How-
ever, if the first attempt to execute the critical section in
SWOPT mode is not successful (shown as the negative exit
from 707), the method may include arriving at a scalable
non-zero indicator (SNZI) for the lock (as in 709), thus incre-
menting an underlying counter of the SNZI. In this example,
if a first attempt to execute the critical section in SWOPT
mode is unsuccessful, incrementing the underlying counter of
the SNZI may cause the SNZI to indicate (or continue to
indicate) that at least one process or thread is currently
executing a critical section associated with the lock in a
SWOPT mode. After arriving at the SNZI, the method may
include retrying the attempt to execute the critical section in
SWOPT mode one or more times, e.g., until an attempt is
successful or until a pre-determined maximum number of
such attempts have been completed (successfully or other-
wise). This is illustrated in FIG. 7A by elements 711 and 713
and the feedback from the negative exit of 713 to 711.

As illustrated in this example, once an attempt to execute
the critical section in SWOPT mode is successful or the
pre-determined maximum number of attempts to execute the
critical section in SWOPT mode have been completed
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(shown as the positive exit from 713), the method may include
departing from the scalable non-zero indicator for the lock
(thus decrementing the underlying counter of the SNZI), as in
715. If attempts to execute the critical section in SWOPT
mode were unsuccessful, the method may also include retry-
ing execution of the critical section in HTM mode (if avail-
able) or by acquiring the lock, either of which may be
assumed (in this example) to eventually succeed. As illus-
trated in this example, once the critical section has been
successfully executed (whether in SWOPT mode, HTM
mode, or by acquiring the lock), the method may include
continuing execution of the instrumented application, as in
717.

FIG. 7B illustrates a method for executing, in HTM mode,
a critical section that is associated with the same lock that is
associated with a different critical section for which an
attempt is currently being made to execute in SWOPT mode.
As noted above, in this example, the method may include the
potentially conflicting critical section that is to be executed
using hardware transactional memory waiting for any threads
that are currently attempting to execute critical sections asso-
ciated with the same lock in SWOPT mode to complete those
attempts before executing the potentially conflicting critical
section in HTM mode. As illustrated at 702 in FIG. 7B, the
method may include beginning to execute code of an instru-
mented application (e.g., one that has been instrumented to
take advantage of at least some of the lock elision techniques
described herein). In response to encountering a critical sec-
tion in the code that is associated with a lock and that is
intended to be executed in HTM mode (as in 704), the method
may include determining whether there are any conflicting
SWOPT mode executions. For example, the method may
include determining the context for the critical section, deter-
mining a policy to be applied when selecting a mode in which
to execute the critical section in that context, and (according
to the applied policy) selecting (at least initially) HTM mode
for execution of the critical section (not shown).

As illustrated in this example, determining whether there
are any conflicting SWOPT mode executions may include
determining whether a SNZI indicator for the lock indicates
that an underlying counter has a value of zero (indicating that
there are no conflicts with concurrent SWOPT mode execu-
tions) or a non-zero value (indicating that there may be a
conflict with one or more concurrent SWOPT mode execu-
tions), as in 706. If the SNZI indicator for the lock indicates
that at least one attempt to execute a potentially conflicting
critical section in SWOPT mode is in progress (e.g., if the
SNZI indictor for the lock indicates that the underlying
counter has a non-zero value), the method may include wait-
ing for all such SWOPT mode executions to drain (whether
they complete successfully or not) prior to attempting to
execute the newly encountered critical section in HTM mode.
For example, the method may include waiting for the SNZIto
indicate that the underlying counter has a value of zero and,
thus, that all threads or processes that arrived at the SNZI for
the lock while attempting to execute a critical section in
SWOPT mode have since departed the SNZI, as shown in
FIG. 7A, whether the attempts to execute those critical sec-
tions were successful or pre-determined limits on the maxi-
mum number of attempts were exhausted without success-
fully executing them. This is illustrated in FIG. 7B by the
feedback from the positive exit of 706 to its input.

As illustrated in this example, once any conflicting
SWOPT mode executions have drained (i.e., once the current
attempts to execute critical sections in SWOPT mode have
completed), or if there were no conflicting SWOPT mode
executions in progress when the critical section was encoun-
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tered (shown as the negative exit from 706), the method may
include attempting to execute the newly encountered critical
section using hardware transactional memory (as in 708). If
the attempt to execute the newly encountered critical section
in HTM mode is successful, or once a pre-determined maxi-
mum number of attempts to execute the newly encountered
critical section in HTM mode has been exhausted, shown as
the positive exit from 710, the attempt to execute the newly
encountered critical section using hardware transactional
memory may be complete (as in 712). For example, the
method may include repeating the attempt to execute the
newly encountered critical section using hardware transac-
tional memory until one of the attempts is successful or until
the pre-determined maximum number of attempts to execute
the newly encountered critical section in HTM mode has been
exhausted. This is illustrated in FIG. 7B as the feedback form
the negative exit of 710 to 708. As noted at 712, if repeated
attempts to execute the newly encountered critical section in
HTM mode are unsuccessful, the method may include acquir-
ing the lock and executing the critical section while the lock
is held.

Note that in embodiments that support a grouping mecha-
nism such as that described above, if each of multiple threads
encountering a critical section that is associated with the same
lock employ a method such as that illustrated in FIG. 7A to
indicate (through the use of the SNZI) that they are attempting
to execute their critical sections in SWOPT mode, and if any
other threads attempting to execute critical sections that are
associated with the same lock in HTM mode employ a
method such as that illustrated in FIG. 7B, the attempts to
execute critical sections in SWOPT mode may be performed
in parallel (or in an overlapping fashion) until they are suc-
cessful or until a pre-determined maximum number of
attempts have been made, prior to allowing any other threads
that are attempting to execute critical sections that are asso-
ciated with the same lock in HTM mode or in Lock mode to
begin their attempts. In other words, the execution of critical
sections in HTM mode or Lock mode that might conflict with
executions of a group of SWOPT paths associated with the
same lock may be delayed while the grouped SWOPT paths
execute concurrently. In other embodiments that support a
grouping mechanism such as that described above, multiple
threads that are attempting to execute their critical sections in
HTM mode or in SWOPT mode that do not conflict with each
other may be allowed to perform those attempts in parallel (or
in an overlapping fashion) prior to allowing other threads that
wish to acquire the lock(s) associated with those critical sec-
tions to execute (one at a time).

Policies

Several example policies that have been evaluated to date
were designed with the assumption that it is best to attempt to
use HTM before trying other methods if it is likely to even-
tually succeed (e.g., regardless of the number of retries
required), and similarly that using a SWOPT path (if avail-
able) is preferable to acquiring the lock. Two types of policies
that have been implemented based on this assumption are
described below: static policies based on fixed parameters for
all locks and critical sections, and adaptive policies that
attempt to determine good parameters for each critical section
(or more accurately, each context) at runtime based on
observed behavior. In other embodiments, different static and
adaptive policies may be designed that do not rely on these
assumptions.

In one example, a static policy uses fixed values for the
maximum number of attempts to execute a critical section
using various lock elision techniques for all critical section
executions. For example, under this policy, a thread may
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make up to X attempts using hardware transactional memory
(if available), and if unsuccessful may make up to 'Y attempts
using a SWOPT path (if available), where X and Y are fixed
parameter values. The thread may finally resort to acquiring
the lock if these attempts are unsuccessful.

FIG. 8A is a flow diagram illustrating one embodiment of
a method for using a static policy in implementing lock eli-
sion in a system that supports multiple integrated lock elision
mechanisms, as described herein. More specifically, FIG. 8A
illustrates an example in which both HTM and a SWOPT path
are available for a given critical section. As illustrated in this
example, the method may include, while executing code,
encountering a critical section in the code (as in 801). The
method may also include determining that execution of the
critical section using hardware transactional memory should
be attempted prior to attempting to execute the critical section
in SWOPT mode (i.e., using an available SWOPT path), as in
803. In other words, the method may include determining that
an attempt should be made to execute the critical section
using HTM mode, even if both HTM and SWOPT modes are
available. In some embodiments, the context in which the
critical section was encountered may have been determined,
and a policy that is applicable in the given context may indi-
cate that the HTM mode should be attempted first. In other
embodiments, the programmer may have included something
in the code that explicitly, indirectly, and/or conditionally
indicates a context, a policy selection, or the selection of one
of multiple integrated lock elision mechanisms, rather than
that a lock associated with the critical section should be
acquired (not shown).

Inresponseto determining that a first attempt to execute the
critical section should be made using hardware transactional
memory, the method may include attempting to execute the
critical section using hardware transactional memory (as in
805). If the attempt is not successful (shown as the negative
exit from 807), and if the number of attempts to execute the
critical section using hardware transactional memory is less
than a first pre-determined maximum number of attempts, X
(shown as the positive exit from 809), the method may include
repeating the attempt to execute the critical section using
hardware transactional memory until it is successful or until
the first pre-determined maximum number of attempts (X) to
execute the critical section using hardware transactional
memory has been performed. This is illustrated in FIG. 8A by
the feedback from the negative exit of 809 to 805. Note that
the pre-determined maximum number of attempts to execute
the critical section using hardware transactional memory (X)
may be different than the pre-determined maximum number
of attempts to execute the critical section using the SWOPT
path (Y), and that one or both of these parameter values may
have been pre-determined (e.g., by the programmer or at
compile time) dependent on the context, the platform on
which the code is running, the workload experienced by the
code or the critical section, or on other factors, in different
embodiments. In some embodiments, the constants used by a
static policy may be determined at compile time, and may not
depend on runtime observations. For example, the user/pro-
grammer may specify different values for the constants X and
Y for different critical sections or scopes/contexts, and/or
may compile the program with different values for X and Y
depending on the architecture on which the code will be
running, or based on previously collected statistics.

If, after repeated attempts to execute the critical section in
HTM mode (e.g., after X such attempts), these attempts have
not been successful, the method may include repeatedly
attempting to execute the critical section optimistically (e.g.,
using an optimistic alternative path, or SWOPT path, which
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may include invoking an alternative software method) up to a
second pre-determined number of times Y until it is success-
ful or until the second pre-determined maximum number of
attempts (Y) has been performed. This is illustrated in FIG.
8A by element 811, and by the path from the negative exit of
813 to 815 and then from the negative exit of 815 back to 811.
Again note that the pre-determined maximum number of
attempts to execute the critical section using SWOPT mode
(Y) may be different than the pre-determined maximum num-
ber of attempts to execute the critical section using HTM
mode (X), in some embodiments.

If the attempt to execute the critical section has still not
succeeded after Y attempts to execute it using SWOPT mode,
the method may include acquiring the lock for the critical
section and executing the critical section (as in 817). In other
words, if repeated attempts to execute the critical section
using either of these types of lock elision mechanisms (HTM
and SWOPT) are not successful, the method may include
acquiring the lock and executing the critical section while
holding the lock. Once an attempt to execute the critical
section has succeeded using hardware transactional memory
(shown as the positive exit from 807), using a SWOPT path
(shown as the positive exit from 813), or by acquiring the lock
(as in 817), the method may include continuing execution of
the code (e.g., the code outside of the critical section), as in
819.

Note that in embodiments in which a SWOPT path is
available but HTM is not available, in response to encounter-
ing a critical section of code, one or more attempts to execute
the critical section using SWOPT mode may be attempted
(e.g., up to a pre-determined maximum number attempts),
before resorting to lock acquisition (if necessary), as in ele-
ments 811-819, or the lock may be acquired with first
attempting to execute the critical section in SWOPT mode.
Conversely, in embodiments in which HTM is available but a
SWOPT path is not available, in response to encountering a
critical section of code, one or more attempts to execute the
critical section using HTM may be attempted (e.g., up to a
pre-determined maximum number attempts), before resort-
ing to lock acquisition (if necessary), as in elements 805-809
and 819, or the lock may be acquired after first attempting to
execute the critical section using HTM.

As shown by way of the following example, an adaptive
policy may be more flexible and more dynamic than the static
policy described above in several ways. For example, while
this adaptive policy follows a similar progression as the static
policy, it uses a learning mechanism to determine X and Y
parameter values dynamically (at runtime), and may employ
separate X and Y parameters for each granule (i.e., each
combination of lock and context). In some embodiments,
such a learning phase may allow the policy to recognize, for
example, that one critical section may be highly likely to
succeed using hardware transactional memory, while another
will never do so, and to adapt accordingly, or to determine that
the fastest execution of one critical section is likely to be
achieved by using HTM, while SWOPT is preferable for
another. In some embodiments, the policy may allow differ-
ent choices to be made even for the same critical section used
within different contexts and/or with different locks. In some
embodiments, adaptive policies may exploit ALE’s fine-
grained metadata to improve performance by controlling con-
currency. In such embodiments, these concurrency control
mechanisms may seek to maximize concurrency while avoid-
ing the need to acquire the lock (except in rare circumstances)
if a SWOPT path is available. This may be demonstrated by
the grouping mechanism described above.
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In one embodiments, the adaptive policy may go through
several learning phases for each lock, each phase collecting
information for one of the following mode progressions:
Lock mode only, HTM+Lock modes, HTM+SWOPT+Lock
modes, and SWOPT+Lock modes. In each learning phase,
per-granule statistics may be collected, which may include
the average critical section execution time. The policy may
then choose, for each granule, the combination that mini-
mizes this time. Techniques for choosing the X and Y param-
eter values for each granule are described below, according to
one embodiment. In this example, the transition between
different learning phases for a lock L. may occur when all
contexts of L that have been encountered so far have each
performed a pre-determined number of executions (e.g.,
200), or when some context completes a large number of
executions (e.g., 400). The latter condition may ensure that
the transition occurs even if some context of L does not
execute often.

In this example, in order to choose values for the X param-
eters, phases for combinations that include HTM mode are
divided into three sub-phases. In the first sub-phase, X is
initially set to a large number, and its value is adjusted based
on the actual number of attempts required to complete the
critical section successfully in HTM mode. In the second
sub-phase, using the value learned in the first, a histogram of
the number of attempts required to succeed in HTM mode is
created. Finally, using the histogram, X is set to the number of
attempts required by a large fraction of executions (e.g., 90%)
to succeed in HTM mode. This number is used in the third
sub-phase to collect timing data for this learning phase.

In this example, a similar approach may be used to choose
Y parameter values. However, when employing the grouping
mechanism, described above, critical sections attempted
using SWOPT paths may almost never revert to acquiring the
lock (except when explicitly caused to revert to the lock by the
self-abort idiom described above). Therefore, in some
embodiments, Y may be set to a high value in order to detect
bugs that might violate this expected behavior (although this
has not been observed in the evaluations performed thus far).
In other embodiments, more sophisticated policies may be
used to adapt Y, as well. These more sophisticated policies
may be especially useful for applications that have workloads
with complex nesting that cannot always depend on the
grouping mechanism described herein to guarantee eventual
completion.

Note that the learning mechanism employed by this
example adaptive policy may be limited in its ability to find
the best configuration of execution modes for all contexts. In
particular, in each learning phase for a given lock, all contexts
that use that lock may execute with the same mode progres-
sion (even though the X values can differ). However, it is quite
possible that the fastest execution of contexts A and B may be
achieved when, for example, A is run in HTM+Lock combi-
nation and B is run in SWOPT+Lock combination, but this
configuration may or may not have been tested during the
learning phase. In some systems, going through all possible
configurations during the learning phase may be impractical,
as it may be exponential in the number of contexts. However,
in other embodiments, more sophisticated learning mecha-
nisms may be employed to find the best combinations of
execution modes for a wide variety of applications and work-
loads.

In another (somewhat simpler) example of an adaptive
policy, each context (or granule) may begin executing with
X=10. Thus, HTM mode may initially be attempted up to 10
times before switching to SWOPT mode, if a SWOPT path
exists, or acquiring the lock, otherwise. In this example, after
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aparticular context is executed 50 times, the X parameter for
that context may be set to twice the average number of trials
used by those executions that succeeded using HTM, pro-
vided enough of the 50 attempts succeeded. Otherwise X may
be set to zero, thus disabling HTM for that context. Thereaf-
ter, this new value of X may be fixed. Other adaptive policies,
such as the one described above, may be able to adapt to
workload characteristics that change over time.

A similar approach may be used to set the Y parameter, in
some embodiments. However, as noted above, in embodi-
ments in which grouping is employed, the HashMap work-
loads used in evaluating this policy never required a critical
section that has an SWOPT path to acquire the lock. There-
fore, inthis example, Y may merely be setto a very high value,
as in the previous example.

FIG. 8B is a flow diagram illustrating one embodiment of
a method for using a dynamic policy in implementing lock
elision in a system that supports multiple integrated lock
elision mechanisms, as described herein. The method illus-
trated in FIG. 8B is similar to that illustrated in FIG. 8A,
except that the pre-determined maximum number of attempts
to perform the critical section of code (X andY) in a particular
context may initially be set to relatively large numbers, but
after a pre-determined number of successful executions of
critical sections associated with a particular lock (in the par-
ticular context), these values may be adjusted based on having
recorded the numbers of HTM mode and/or SWOPT mode
(optimistic) attempts made for the critical section (in the same
context) each time the critical section was successfully
executed. As illustrated in this example, in some embodi-
ments, the values of X and Y may be adjusted each time a
particular number of successful execution attempts has been
performed.

As illustrated at 802 in FIG. 8B, the method may include
beginning execution of a critical section that is associated
with a lock in a given context, with initial values for X and Y
(representing the maximum number of attempts to execute a
given critical section of code in HTM mode and in SWOPT
mode, respectively) set to relatively large numbers. The
method may include, while executing code, encountering a
critical section in the code (as in 804), and attempting to
execute the critical section using hardware transactional
memory (as in 806). For example, in some embodiments, the
method may include determining that execution ofthe critical
section using hardware transactional memory should be
attempted prior to attempting to execute the critical section in
SWOPT mode (i.e., using an available SWOPT path), based
onthe context and/or on a policy that is applicable in the given
context (not shown). In other embodiments, the programmer
may have included something in the code that explicitly,
indirectly, and/or conditionally indicates a context, a policy
selection, or the selection of one of multiple integrated lock
elision mechanisms, rather than that a lock associated with
the critical section should be acquired (not shown).

As illustrated in this example, if the attempt to execute the
critical section using hardware transactional memory is not
successful (shown as the negative exit from 808) and the
number of attempts to execute the critical section using hard-
ware transaction memory is less than the value of X (shown as
the positive exit from 810) the method may include repeating
the attempt to execute the critical section using hardware
transactional memory until it is successful oruntil the number
of attempts to execute the critical section using hardware
transactional memory reaches the value of X. This is illus-
trated in FIG. 8B by the feedback from the positive exit of 810
to 806. Note that, as in the example illustrated in FIG. 8A, the
initial maximum number of attempts to execute the critical
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section using HTM mode (X) may be different than the initial
maximum number of attempts to execute the critical section
using SWOPT mode (Y), and that one or both of these initial
parameter values may be dependent on the context, the plat-
form on which the code is running, the workload experienced
by the code or the critical section, or on other factors, in
different embodiments.

If, after repeated attempts to execute the critical section in
HTM mode, these attempts are not successful, the method
may include repeatedly attempting to execute the critical
section optimistically (e.g., using an optimistic alternative
path, or SWOPT path, which may include invoking an alter-
native software method), as in 812, until it is successtul or
until the number of attempts to execute the critical section in
HTM mode reaches the value of Y. This is illustrated in FIG.
8B by the path from the negative exit of 814 to 816 and then
from the positive exit of 816 back to 812. Again, note that the
initial maximum number of attempts to execute the critical
section using SWOPT mode (Y) may be different than the
initial maximum number of attempts to execute the critical
section using HTM mode (X), and that one or both of these
initial parameter values may be dependent on the context, the
platform on which the code is running, the workload experi-
enced by the code or the critical section, or on other factors, in
different embodiments.

If repeated attempts to execute the critical section in
SWOPT mode are not successful, the method may include
acquiring the lock for the critical section (as in 818). In other
words, if repeated attempts to execute the critical section
using either of these types of lock elision mechanisms (HTM
and SWOPT) are not successful, the method may include
acquiring the lock and executing the critical section while
holding the lock. Once an attempt to execute the critical
section has succeeded using hardware transactional memory
(shown as the positive exit from 808), using a SWOPT path
(shown as the positive exit from 814), or by acquiring the lock
(as in 818), the method may include recording the numbers of
HTM and/or optimistic attempts that were previously made
for the critical section (in the same context) each time the
critical section was successfully executed, as in 820. The
method may also include determining whether the number of
times that execution of a critical section associated with the
particular lock has been performed meets a pre-determined
threshold value (as in 822). If so, the method may include
adjusting the X and/orY value(s) and continuing execution of
the code. For example, in some embodiments, the X and/orY
value(s) may be adjusted such that they are equal to
multiple(s) of the average number of HTM mode or SWOPT
mode attempts (respectively) to execute critical sections asso-
ciated with the particular lock in the current context (as in
824). Whether or not the values of X and/orY are adjusted, the
method may include continuing execution of the code, which
may include encountering one or more additional critical
sections that are associated with the particular lock. This is
illustrated in FIG. 8B as the feedback from the negative exit of
822 to 804 and from the 824 to 804.

Statistics Counters

As described above, in some embodiments, adaptive lock
elision policies may maintain historical summary informa-
tion to guide their future decisions. Some examples of the
types of information that may be collected for subsequent
analyses include various counts of events (such as the number
of attempts and/or successtul attempts to execute a critical
section that were performed using a given method and in a
particular context), and timing information (such as the aver-
age execution time or the average lock acquisition time). In
some embodiments, multiple different approaches may be

20

25

30

40

45

46

used to avoid excessive overhead and/or any potential con-
tention that could be caused by naive methods for synchro-
nizing this summary information.

In some embodiments, in order to generate summaries of
time intervals, approximately 1% ofthe events in a given time
period of interest may be sampled, and a CAS operation may
be used to update per-lock or per-context (shared) summary
variables. In some embodiments, exponential backoff may be
employed to mitigate any remaining contention, which may
typically be low due to this sampling approach. While this
approach may be relatively simple to implement and reason-
ably effective, it may not provide a reliable level of accuracy
until many hundreds of sampled events have been measured.

For counting events, a higher level of accuracy may be
desirable, especially when sampling a relatively smaller num-
ber of events. Therefore, in some embodiments, a statistical
counter algorithm (e.g., the BFP algorithm) may be used,
which may gradually reduce the probability of updating
shared data (e.g., the shared variable representing a counter).
In some embodiments, this algorithm may support counters
that are incremented only by one, and thus may not be suitable
for recording time-based statistics.

One embodiment of a method for instrumenting code to
take advantage of at least some of the lock elision techniques
described herein is illustrated by the flow diagram in FIG. 9.
As illustrated at 910, in this example, the method may include
beginning to instrument (e.g., consistent with the API of an
ALE library) the code of an application that includes at least
one critical section associated with a lock. In this example, for
each such lock, the method may include declaring metadata
for the use of one or more adaptive lock elision library meth-
ods, adding code to initialize the metadata, and/or creating a
lock API instance for the lock type, as in 920. For example,
each lock API instance may define lock, unlock, and
is_locked methods (such as those described herein) for a
particular lock type.

As illustrated at 930 in FIG. 9, in some embodiments the
method may, optionally, include, for any given critical section
in the code of the application, instrumenting the code for
execution using hardware transactional memory. For
example, in some embodiments, this may include replacing
lock acquire and release calls at the boundaries of a critical
section with calls to ALE library macros (such as
BEGIN_CS, and END_CS) that specify the appropriate lock
and lock APl instance. These macros may perform (or invoke)
the collection of various statistics and/or profiling informa-
tion about the executions of the critical section. In some
embodiments, these macros may employ counters, SNZI
objects, version numbers that are associated with locks or
granules, or other mechanisms to assist in managing the
execution of critical sections and/or collecting information to
inform execution mode decisions.

As illustrated at 940 in FIG. 9, in some embodiments the
method may, optionally, include, for any given critical section
in the code of the application, instrumenting the code to
include a SWOPT path. For example, a SWOPT path may be
included in the code in addition to a path that relies on HTM,
to support TLE or instead of a path that relies on HTM (e.g.,
if HTM is not available, supported, enabled, or suitable for
executing the instructions in a particular critical section). In
some embodiments, the code for a SWOPT path may include
statements that are executed conditionally, dependent on the
value of an input parameter. For example, the SWOPT path
may be executed only if a particular condition on a counter,
SNZI object, version number, or variable is met. Note that in
some embodiments, the library grouping mechanisms
described herein may ensure that HTM executions (and Lock
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mode executions) can determine whether or not there are any
potential conflicts with concurrently executing SWOPT paths
(e.g., conflicts on accesses to critical sections or shared
resources that are protected by the same locks). For example,
the library may assume that any critical section executing
using HTM or Lock mode could (potentially) conflict with
SWOPT executions associated with the same lock, and may
delay its execution until concurrently failing SWOPTs are
finished executing.

As illustrated at 950 in FIG. 9, in some embodiments the
method may, optionally, include, for any given critical section
in the code of the application, instrumenting the code to
explicitly identify a potentially-conflicting region of the criti-
cal section (e.g., if only a portion of the critical section is
actually likely to cause a conflict or be a party to a conflict). As
illustrated in FIG. 9, in some embodiments the method may,
optionally, include, for any given critical section in the code
of the application, instrumenting the code to specify the
granularity at which statistics will be collected (as in 960)
and/or to specify the values of various parameters to be passed
to SWOPT paths and/or methods in an ALE library (as in
970). For example, if the programmer has knowledge of when
and/or if potential conflicts can or cannot occur, the program-
mer may instrument the code to provide hints or directives to
guide the selection of a policy and/or an execution mode for
a given critical section in a particular context.

Note that in various embodiments, instrumenting the code
of'an application to take advantage of multiple integrated lock
elision mechanisms may include any or all of the techniques
illustrated in FIG. 9 and described above and/or other tech-
niques. In some embodiments, some or all of these code
modifications may be made if (and only if) the programmer
explicitly indicates that they should be applied in a given
critical section or context, e.g., based on the programmer’s
knowledge about potential conflicts, or the programmer’s
knowledge about the likelihood that a particular execution
mode will (or will not) be successful (eventually) for a given
critical section or context.

Evaluation

The techniques described herein for implementing adap-
tive lock elision (in which decisions about when and how to
apply different ones of multiple lock elision mechanisms
supported in a single system are adaptive to context, policies
selected by the programmer, input from the programmer,
workloads, and/or other factors) were evaluated using a Hash-
Map microbenchmark and a benchmark of an open source
database on a variety of platforms. These platforms included
two platforms that support best-eftort HTM (a single-socket,
hyper-threaded, 4-core system, and a single-socket, 16-core
system) and two that do not support HTM (a 64-thread,
single-socket system, and a 128-thread, two-socket system
with processor chips from an earlier generation of the same
architecture). These experiments were used to demonstrate
the ability of ALE to adapt to different hardware capabilities
(in particular, the amount of data hardware transactions can
write), and to insights that the data collected by the library
provide about the system’s behavior.

The HashMap microbenchmark used in these experiments
was inspired by popular key-value stores. The HashMap
includes a fixed number of buckets, each of which holds an
unsorted linked list of key-value pairs. Pairs are mapped to
their respective buckets by hashing their keys. The HashMap
supports Insert, Remove and Get operations. In these experi-
ments, only the Get operation included a SWOPT path.

As part of this evaluation, each experiment included a
specific combination of the lock elision techniques described
herein (e.g., HTM mode and/or SWOPT mode) and a specific
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static or adaptive policy. In some experiments, the benchmark
application was instrumented for integration with the ALE
library, so that statistics and profiling information was made
available, but only the lock was used to execute critical sec-
tions. In other experiments, difterent lock elision techniques
were used (HTM and/or SWOPT) in combination with vari-
ous policies. For example, in some experiments, a static
policy was applied in which only HTM was enabled and at
most 10 HTM attempts were applied. In other experiments, a
static policy specified a maximum number of HTM attempts,
to be followed (if needed) by SWOPT attempts up to a sepa-
rately specified number of attempts. In some experiments, an
adaptive policy exploited SWOPT mode to achieve dramati-
cally better performance in large-object cases.

The conclusion from these experiments was that the adap-
tive policy was consistently competitive with the best policy
in each experiment, and often outperformed all others by a
significant margin. In contrast, all static policy configurations
were significantly outperformed by the adaptive policy, in
some experiments.

These experiments provided strong evidence that adaptive
policies may be necessary for selecting the best execution
modes for some applications and that they can be effective in
eliminating the need to tune policies manually to adapt to
numerous aspects of platforms and workloads, (including,
but not limited to: the availability and capabilities of HTM
and/or a SWOPT path, the size of operations, the number of
concurrent threads, operation mixes, etc.) These results have
been achieved with a preliminary and relatively simplistic
adaptive policy, and further improvements may be expected
in embodiments that implement more sophisticated adaptive
policies.

In another set of experiments, the ALE library was used
with a more substantial benchmark application, one that
implements an in-memory hash database in which a random
series of operations are applied on the database. In these
experiments, some operations (such as beginning and ending
a database transaction) require exclusive access to the data-
base, and a readers-writer lock (RW-lock) was used to allow
such operations to prevent any access to the hash table when
they execute, but to otherwise allow concurrent access to
different slots in the hash table. Using the profiling informa-
tion provided by the ALE library (without enabling an
SWOPT path or HTM), it was determined that the RW-lock
was the primary source of contention in the benchmark, sug-
gesting it would be a good candidate for enabling HTM
and/or an SWOPT path. In these experiments, it was again
demonstrated that adaptive policies can perform comparably
with the best static policy, without requiring manual tuning
Using ALE with Arbitrary Lock Types

Note that the ideas presented herein may be generalized to
other types of locks and/or other types of synchronization
mechanisms, in different embodiments. As previously noted,
in some embodiments, in order to use a lock type that is not
directly supported by the ALE library (e.g., because it does
not support the is_locked functionality), a programmer may
create an instance of lock_api_t for each type of lock used by
the application. For example, the following example
pseudocode defines an instance of lock_api_t using pthread_
mutex_t locks, using the techniques described herein to aug-
ment any lock type to support an is_locked method.

1 struct LockAndFlag {
2 pthread_mutex_t lock;
3 volatile uint32_t isLocked;
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-continued

4k

5 typedef struct LockAndFlag MyLockType;

6

7 void lockInit(MyLockType* lockP) {

8 pthread_mutex_init(&lockP—>lock, NULL);

9 lockP->isLocked = false;
10}
11
12 void Lock(void* lockAndFlagP) {
13 MyLockType* 1 = (MyLockType*)lockP;
14 pthread_mutex_lock(&1->lock);
15 1->isLocked = true;
16}
17 void UnLock(void* lockAndFlagP) {
18 MyLockType* 1 = (MyLockType*)lockP;
19 1->isLocked = false;
20 pthread_mutex_unlock(&1->lock);
21}
22 uint32_t IsLocked(void* lockAndFlagP) {
23 MyLockType* 1 = (MyLockType*)lockP;
24 return 1->isLocked;
25}
26
27 lock_api_t MyLockAPI={&Lock,&UnLock,&IsLocked)

This lock_api_t instance provides pointers to functions for
the library to use to lock and unlock the lock, and to determine
whether it is currently locked (e.g., an is_locked function).
The latter function may be called within hardware transac-
tions when executing a critical section in HTM mode, allow-
ing the transaction to ensure that it commits successfully only
if the lock is not held. In various embodiments, the is_locked
function may be supported directly by the given lock type, or
may be implemented by the programmer. As noted above, it
may not be required to return true if and only if the lock is
held. Instead, a conservative approximation may suffice.

CONCLUDING REMARKS

The ALE library described herein may in some embodi-
ments be used to integrate transactional lock elision using
hardware transactional memory and optimistic execution of
operations in software, so that either technique can be used to
improve performance and scalability. In various embodi-
ments, decisions regarding whether, when and which tech-
nique to use may be made by a pluggable policy, whose
decisions may be guided (at least in part) by profiling infor-
mation and statistics collected by the library. This may allow
the best choice of mechanism to be made at runtime based on
the platform, availability of hardware features, and workload
characteristics. The potential of this approach has been dem-
onstrated by showing that it is possible to achieve significant
improvements in performance and scalability for a hash table
microbenchmark across a range of platforms and workload
parameters, even though different techniques may be better
for different circumstances. A relatively simple adaptive lock
elision policy (one that does not adapt to changing workload
characteristics) has been used to demonstrate the potential of
the approach and to establish a foundation on which to
explore more sophisticated adaptive lock elision policies,
such as those that can adapt to workloads that change over
time.

The use of an ALE library has been explored in a real
example. This effort has shown that the library is valuable for
analyzing an application’s behavior and for assessing which
locks are likely to be most profitable to optimize. It has also
brought to light additional challenges that may be faced when
using such techniques in realistic code bases, such as the need
to support nesting.
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The systems and methods described herein for implement-
ing adaptive integration of hardware and software lock elision
techniques may be implemented on or by any of a variety of
computing systems, in different embodiments. FIG. 10 illus-
trates a computing system 1000 that is configured to imple-
ment adaptive lock elision, according to various embodi-
ments. The computer system 1000 may be any of various
types of devices, including, but not limited to, a personal
computer system, desktop computer, laptop or notebook
computer, mainframe computer system, handheld computer,
workstation, network computer, a consumer device, applica-
tion server, storage device, a peripheral device such as a
switch, modem, router, etc, or in general any type of comput-
ing device.

The mechanisms for implementing adaptive lock elision,
as described herein, may be provided as a computer program
product, or software, that may include a non-transitory, com-
puter-readable storage medium having stored thereon
instructions, which may be used to program a computer sys-
tem 1000 (or other electronic devices) to perform a process
according to various embodiments. A computer-readable
storage medium may include any mechanism for storing
information in a form (e.g., software, processing application)
readable by a machine (e.g., a computer). The machine-read-
able storage medium may include, but is not limited to, mag-
netic storage medium (e.g., floppy diskette); optical storage
medium (e.g., CD-ROM); magneto-optical storage medium;
read only memory (ROM); random access memory (RAM);
erasable programmable memory (e.g., EPROM and
EEPROM); flash memory; electrical, or other types of
medium suitable for storing program instructions. In addi-
tion, program instructions may be communicated using opti-
cal, acoustical or other form of propagated signal (e.g., carrier
waves, infrared signals, digital signals, etc.)

In various embodiments, computer system 1000 may
include one or more processors 1070; each may include mul-
tiple cores, any of which may be single or multithreaded. For
example, multiple processor cores may included in a single
processor chip (e.g., a single processor 1070), and multiple
processor chips may be included in computer system 1000.
Each of the processors 1070 may include a cache or a hierar-
chy of caches 1075, in various embodiments. For example,
each processor chip 1070 may include multiple L.1 caches
(e.g., one per processor core) and one or more other caches
(which may be shared by the processor cores on a single
processor). The computer system 1000 may also include one
or more persistent storage devices 1050 (e.g. optical storage,
magnetic storage, hard drive, tape drive, solid state memory,
etc) and one or more system memories 1010 (e.g., one or more
of cache, SRAM, DRAM, RDRAM, EDO RAM, DDR 10
RAM, SDRAM, Rambus RAM, EEPROM, etc.). Various
embodiments may include fewer or additional components
not illustrated in FIG. 10 (e.g., video cards, audio cards,
additional network interfaces, peripheral devices, a network
interface such as an ATM interface, an Ethernet interface, a
Frame Relay interface, etc.)

The one or more processors 1070, the storage device(s)
1050, and the system memory 1010 may be coupled to the
system interconnect 1040. One or more of the system memo-
ries 1010 may contain program instructions 1020. Program
instructions 1020 may be executable to implement one or
more applications 1022 (which may include original or
instrumented application source code and/or executable
application code that includes one or more accesses to a
critical section of code or shared resource that may be pro-
tected by lock, as described herein), shared libraries 1024
(which may include an ALE library and/or other libraries that
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support transactional memory, etc.), or operating systems
1026. In some embodiments, program instructions 1020 may
include a compiler 1028. In some embodiments, compiler
1028 may be an optimizing compiler that is configured to
apply one or more transformations and/or optimizations to
application or library code that is executable to implement
adaptive lock elision. In some embodiments, program
instructions 1020 may be executable to implement a conten-
tion manager (not shown). In some embodiments, program
instructions 1020 may also be configured to implement a
transaction support library, which provides various methods
for implementing atomic transactions using hardware trans-
actional memory, STM or hybrid transactional memories
(e.g., within shared libraries 1024 or elsewhere within pro-
gram instructions 1020). In some embodiments, a transaction
support library may include functionality to execute transac-
tions according to various hardware and/or software transac-
tional memory techniques. For example, in some embodi-
ments, applications 1022 may make calls into a transaction
support library for beginning and ending (i.e., committing)
transactions, and/or for performing one or more accesses to
shared memory locations 1035 (e.g., locations within a shared
transactional memory space) from within transactions, and/or
calls into an ALE library to support any or all of the adaptive
lock elision techniques described herein.

Program instructions 1020 may be encoded in platform
native binary, any interpreted language such as Java™ byte-
code, or in any other language such as C/C++, Java™, etc or
in any combination thereof. In various embodiments, com-
piler 1028, applications 1022, operating system 1026, and/or
shared libraries 1024 may each be implemented in any of
various programming languages or methods. For example, in
one embodiment, compiler 1028 and operating system 1026
may be JAVA based, while in another embodiment they may
be written using the C or C++ programming languages. Simi-
larly, applications 1022 may be written using Java, C, C++, or
another programming language, according to various
embodiments. Moreover, in some embodiments, compiler
1028, applications 1022, operating system 1026, and/shared
libraries 1024 may not be implemented using the same pro-
gramming language. For example, applications 1022 may be
C++ based, while compiler 1028 may be developed using C.

The program instructions 1020 may include transactional
memory support, operations, or procedures, and/or other pro-
cesses for implementing adaptive lock elision, as described
herein. Such support and functions may exist in one or more
of'the shared libraries 1024, operating systems 1026, or appli-
cations 1022, in various embodiments. The system memory
1010 may further comprise private memory locations 1030
and/or shared memory locations 1035 where data may be
stored (e.g., various statistics and profiling information about
ALE-enabled locks and critical sections). For example,
shared memory locations 1035 may include locations in a
shared transactional memory space, which may support and/
or be accessed by transactions in a software transactional
memory implementation, a hardware transactional memory
implementation, and/or a hardware-software hybrid transac-
tional memory implementation, in different embodiments. In
some embodiments, shared memory locations 1035 may
store data or other shared resources (e.g., lock data structures,
including metadata, counters, or SNZI indicators) that are
accessible to multiple, concurrently executing threads, pro-
cesses, or transactions, and that may be protected by one or
more locks, in various embodiments. In addition, the system
memory 1010 and/or any of the caches of processor(s) 1070
may, at various times, store recorded values of data usable in
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implementing the techniques described herein, some of
which may include values that are configurable by the pro-
grammer or by a user.

Although the embodiments above have been described in
considerable detail, numerous variations and modifications
will become apparent to those skilled in the art once the above
disclosure is fully appreciated. For example, although many
of'the embodiments are described in terms of particular types
of lock structures, policies, and procedures particular, it
should be noted that the techniques and mechanisms dis-
closed herein for implementing adaptive lock elision may be
applicable in other contexts in which critical sections of code
and/or shared resources may be protected by other types of
locks/structures under different policies or procedures than
those described in the examples herein. It is intended that the
following claims be interpreted to embrace all such variations
and modifications.

What is claimed:

1. A method, comprising:

performing by a computer:

beginning execution of a multithreaded application;

while executing the application, a thread of the applica-
tion encountering a critical section of code in the
application that is associated with a lock, wherein
when the lock is held by a thread, other threads are
prevented from entering the critical section;

determining a context in which the critical section was
encountered;

determining a policy that is applicable to the determined
context, wherein the policy is usable in determining
which of a plurality of integrated mechanisms for
executing the critical section without acquiring the
lock is to be employed in attempting to execute the
critical section;

selecting one of the plurality of integrated mechanisms,
dependent on the determined policy; and

the thread attempting to execute the critical section using
the selected one of the plurality of integrated mecha-
nisms.

2. The method of claim 1, wherein said selecting comprises
determining whether to attempt to execute the critical section
using hardware transactional memory or to execute the criti-
cal section using an optimistic alternative code path.

3. The method of claim 1, wherein said determining the
context is based, at least in part, on one or more of:

an environment or platform in which the application is

executing;

availability or capability of hardware transactional

memory support for executing the critical section using
a hardware transaction;
concurrent use of hardware transactional memory by
another thread in executing a critical section of code in
the application that is associated with the lock;
availability of an optimistic alternative code path for the
critical section;
concurrent use of an optimistic alternative code path by
another thread in executing a critical section of code in
the application that is associated with the lock; or
potential concurrent use of an optimistic alternative code
path by another thread in executing a critical section of
code in the application that is associated with the lock.

4. The method of claim 3, wherein said determining the
context comprises detecting an indication of concurrent use
of an optimistic alternative code path by one or more other
threads in executing a respective critical section of code in the
application that is associated with the lock or potential con-
current use of an optimistic alternative code path by one or
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more other threads in executing a respective critical section of
code in the application that is associated with the lock.

5. The method of claim 4,

wherein said selecting comprises determining that the

thread should attempt to execute the critical section
using hardware transactional memory; and

wherein said attempting to execute the critical section com-

prises, prior to attempting to execute the critical section
using hardware transactional memory, waiting for each
of'the one or more other threads to complete execution of
its respective critical section using an optimistic alterna-
tive code path.

6. The method of claim 1,

wherein the method further comprises, prior to said begin-

ning execution:

receiving input for use in instrumenting the application,
wherein the input identifies a context in which the
critical section will be encountered, specifies a con-
dition usable in determining the context in which the
critical section will be encountered, or indicates avail-
ability of an optimistic alternative code path for
executing the critical section; and

instrumenting the application according to the received
input; and

wherein said determining the context is dependent on

execution of the application as instrumented.

7. The method of claim 1, wherein the method further
comprises, prior to said beginning execution:

receiving input for use in instrumenting the application,

wherein the input identifies a conflict region within the
critical section, wherein the conflict region comprises
program instructions that, when executed, are capable of
causing a conflict with another thread that is executing a
critical section of code in the application that is associ-
ated with the lock.

8. The method of claim 1, further comprising:

collecting, during said executing the application, informa-

tion characterizing said executing, wherein the collected

information comprises one or more of:

information characterizing the workload of the applica-
tion;

information indicating a number of times that execution
of each critical section of code in the application was
attempted;

information indicating a number or percentage of times
that a critical section of code in the application was
successfully executed using each of the plurality of
integrated mechanisms;

information indicating a number or percentage of times
that execution of a critical section of code in the
application was attempted using each of the plurality
of integrated mechanisms; or

information indicating an amount of time spent in
attempting to execute a critical section of code in the
application using each of the plurality of integrated
mechanisms.

9. The method of claim 8, wherein said collecting infor-
mation is performed on a per-lock basis, a per-critical-section
basis, a per-context basis, or per lock-context pair.

10. The method of claim 8, wherein at least one of said
determining a context or said determining a policy is depen-
dent on the collected information or is performed automati-
cally in response to said collecting.

11. The method of claim 8,

wherein the method further comprises, prior to said begin-

ning execution:
receiving input for use in instrumenting the application;
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instrumenting the application according to the received
input; and

wherein the granularity at which the information is col-

lected during said executing the application, as instru-
mented, is dependent on the received input.

12. The method of claim 8,

wherein the selected policy is an adaptive policy; and

wherein said selecting one of the plurality of integrated

mechanisms, dependent on the determined policy, is
further dependent on the collected information.

13. The method of claim 1, further comprising:

in response to failing to successfully execute the critical

section using the selected one of the plurality of inte-
grated mechanisms, attempting to execute the critical
section using a different one of the plurality of integrated
mechanisms.

14. The method of claim 1, further comprising:

in response to failing to successfully execute the critical

section using the selected one of the plurality of inte-
grated mechanisms:

acquiring the lock;

executing the critical section while holding the lock; and
releasing the lock.

15. A system, comprising:

one or more processor cores; and

a memory coupled to the one or more processor cores and

storing program instructions that when executed on the

one or more processor cores cause the one or more

processor cores to perform:

beginning execution of a concurrent application;

while executing the application, a process of the appli-
cation encountering a critical section of code in the
application that is associated with a lock, wherein
when the lock is held by a process, other processes are
prevented from entering the critical section;

determining a context in which the critical section was
encountered;

determining a policy that is applicable to the determined
context, wherein the policy is usable in determining
which of a plurality of integrated mechanisms for
executing the critical section without acquiring the
lock is to be employed in attempting to execute the
critical section;

selecting one of the plurality of integrated mechanisms,
dependent on the determined context or the deter-
mined policy; and

the process attempting to execute the critical section
using the selected one of the plurality of integrated
mechanisms.

16. The system of claim 15, wherein at least one of said
determining a context, said determining a policy, or said
selecting one of the plurality of integrated mechanisms is
based, at least in part, on one or more of:

an environment or platform in which the application is

executing;

availability or capability of hardware transactional

memory support for executing the critical section using
a hardware transaction;
concurrent use of hardware transactional memory by
another process in executing a critical section of code in
the application that is associated with the lock;
availability of an optimistic alternative code path for the
critical section;
concurrent use of an optimistic alternative code path by
another process in executing a critical section of code in
the application that is associated with the lock; or
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potential concurrent use of an optimistic alternative code
path by another process in executing a critical section of
code in the application that is associated with the lock.

17. The system of claim 15,

wherein when executed on the one or more processor

cores, the program instructions cause the one or more

processor cores to perform collecting, during said

executing the application, information characterizing

said executing, wherein the collected information com-

prises one or more of:

information characterizing the workload of the applica-
tion;

information indicating a number of times that execution
of each critical section of code in the application was
attempted;

information indicating a number or percentage of times
that a critical section of code in the application was
successfully executed using each of the plurality of
integrated mechanisms;

information indicating a number or percentage of times
that execution of a critical section of code in the
application was attempted using each of the plurality
of integrated mechanisms; or

information indicating an amount of time spent in
attempting to execute a critical section of code in the
application using each of the plurality of integrated
mechanisms; and

wherein at least one of said determining a context, said

determining a policy, or said selecting one of the plural-
ity of integrated mechanisms is dependent on the col-
lected information.

18. A non-transitory, computer-readable storage medium
storing program instructions that when executed on one or
more computers cause the one or more computers to perform:

beginning execution of a multithreaded application;

while executing the application, a thread of the application
encountering a critical section of code in the application
that is associated with a lock, wherein when the lock is
held by a thread, other threads are prevented from enter-
ing the critical section;

determining a context in which the critical section was

encountered;

determining a policy that is applicable to the determined

context, wherein the policy is usable in determining
which of a plurality of integrated mechanisms for
executing the critical section without acquiring the lock
is to be employed in attempting to execute the critical
section;

selecting one of the plurality of integrated mechanisms,

dependent on the determined context or the determined
policy; and

the thread attempting to execute the critical section using

the selected one of the plurality of integrated mecha-
nisms.
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19. The non-transitory, computer-readable storage
medium of claim 18, wherein at least one of said determining
a context, said determining a policy, or said selecting one of
the plurality of integrated mechanisms is based, at least in
part, on one or more of:

an environment or platform in which the application is

executing;

availability or capability of hardware transactional

memory support for executing the critical section using
a hardware transaction;
concurrent use of hardware transactional memory by
another thread in executing a critical section of code in
the application that is associated with the lock;
availability of an optimistic alternative code path for the
critical section;

concurrent use of an optimistic alternative code path by
another thread in executing a critical section of code in
the application that is associated with the lock; or

potential concurrent use of an optimistic alternative code
path by another thread in executing a critical section of
code in the application that is associated with the lock.

20. The non-transitory,

medium of claim 18,

computer-readable storage

wherein when executed on the one or more computers, the

program instructions cause the one or more processor

cores to perform collecting, during said executing the

application, information characterizing said executing,

wherein the collected information comprises one or

more of:

information characterizing the workload of the applica-
tion;

information indicating a number of times that execution
of each critical section of code in the application was
attempted;

information indicating a number or percentage of times
that a critical section of code in the application was
successfully executed using each of the plurality of
integrated mechanisms;

information indicating a number or percentage of times
that execution of a critical section of code in the
application was attempted using each of the plurality
of integrated mechanisms; or

information indicating an amount of time spent in
attempting to execute a critical section of code in the
application using each of the plurality of integrated
mechanisms; and

wherein at least one of said determining a context, said

determining a policy, or said selecting one of the plural-

ity of integrated mechanisms is dependent on the col-

lected information.

#* #* #* #* #*
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